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Abstract

Crawlers are critical components of web vulnerability scanners, and
their effectiveness is vital for discovering new vulnerabilities. How-
ever, existing crawlers often perform poorly in two core aspects
of crawling: the effective scheduling of user actions and deduplica-
tion. This paper addresses these limitations with a smart crawling
tool named Theseus, which leverages LLMs to infer the intent
behind user actions and models them as resource operations to
precisely guide both navigation scheduling and deduplication. The-
seus demonstrates significant advantages over existing crawlers
through its dependency-aware navigation scheduling and resource-
operation-guided deduplication. Experimental results show that,
compared to the three state-of-the-art crawlers, BlackWidow,
EvoCrawl and YuraScanner, Theseus improves code coverage
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by 93.5%, 72.1% and 96.8%, respectively. This enhanced coverage en-
abled the detection of 36 additional XSS vulnerabilities, of which 21
were previously undiscovered and 12 have received CVE identifiers.
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1 Introduction

The widespread adoption of web applications has made them pri-
mary targets for security attacks. According to [2], there were a
significant 40,289 web vulnerabilities reported in 2024, recording
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a 72% year-over-year increase. Web vulnerability scanners [11, 13,
17, 25, 31, 36, 42] have emerged as essential testing tools to secure
web applications. These tools identify vulnerabilities in web ap-
plications by automatically crawling web pages to discover the
attack surface (e.g., URLs and form fields), then fuzzing or injecting
specially crafted input values to trigger vulnerabilities.

The effectiveness of a web vulnerability scanner largely depends
on its crawler component [35]: vulnerabilities may remain unde-
tected if the crawler fails to cover a sufficient portion of the appli-
cation’s attack surface during testing. Effective crawling further
hinges on two core capabilities: accurately executing actions in
a proper order to expose new states (navigation scheduling), and
determining whether an action on a page (e.g., clicking a button)
can lead to a previously unseen page (deduplication). The above
two functionalities operate synergistically: navigation scheduling
ensures thorough exploration of the application’s states, while dedu-
plication guarantees performance by eliminating repeated actions,
thus avoiding the unnecessary processing of recurring states. The
efficacy of these two complementary functions is crucial to the
overall performance of web crawlers.

Existing Work. However, current web crawlers exhibit sig-
nificant limitations in both navigation scheduling and dedupli-
cation [35]. Existing crawlers typically employ navigation algo-
rithms such as breadth-first search (BFS) [4, 34], depth-first search
(DFS) [9, 19], or random exploration [18, 29], which merely de-
termine the order of actions based on their discovery sequence,
without considering their logical dependencies or semantic rela-
tionships.

This lack of semantic-aware ordering often results in insufficient
coverage. For instance, in a blog management system, executing the
Delete action before the comment action on a post can prematurely
terminate the crawling process, leaving pages for commenting on
a post unexplored, as users cannot comment on deleted posts.

Additionally, the majority of crawlers perform deduplication
via URL matching [13, 35], which makes them unable to handle
actions–like JavaScript events–that do not trigger new URLs. A
few studies [6, 15, 40] attempt to distinguish actions by assessing
the structural differences of their corresponding elements in DOM
trees, or by comparing the structures of the resulting web pages
after the actions are performed. If the edit distance between these
elements (or resulting web pages) is less than a manually config-
ured threshold, the actions are regarded as the same. However,
this alternative approach is computationally expensive. Moreover,
significant variations between web pages often render the manu-
ally configured threshold inappropriate, leading to both over- and
under-deduplication.

This Work. This paper aims to address the limitations of exist-
ing crawlers by analyzing the intents behind various actions on
web pages. These action intents can precisely guide both navigation
scheduling and deduplication. For instance, in a blog management
system, actions that edit or comment on a post need to be executed
before the Delete action that removes the post. Additionally, ac-
tions with functionally-equivalent intents (e.g., commenting on
distinct posts) can be filtered out. The key challenge is: how can we
understand the drastically different intents behind user actions and
accurately model the semantics of these intents in a timely fashion?

We tackle the above challenge from three aspects, as follows.

• A resource-guided semantic model. User actions commonly
perform certain operations–specifically the CRUD (Create,
Read, Update, Delete) types of operations–on application
resources. Here, the term resources refers to entity objects
in web applications, including both data stored in backend
storage systems (such as user accounts or blog posts) and
intermediate data structures maintained by the frontend
(such as form data). Both types of resources play significant
roles in application logic. Resources follow a hierarchical
structure, where child resources (e.g., comments on a post)
belong to their parent resources (e.g., the post).
By modeling user actions as resource operations, we of-
fer fine-grained guidance for navigation scheduling and
deduplication. For navigation scheduling, dependencies be-
tween resource operations naturally form a directed acyclic
graph (DAG), where operations on the same resource are
ordered according to their CRUD types. Operations on child
resources follow the Create operations on parent resources,
and precede the Delete operations on parent resources. We
demonstrate that this topological ordering ensures compre-
hensive state exploration. For deduplication, actions per-
forming same operations on identical resources are often se-
mantically equivalent. These actions can be safely discarded,
even if they have distinct URLs or DOM structures.
• LLM-assisted semantic inference.Based on our semanticmodel,
how can we precisely identify which resource operation is
associated with a particular user action? This task has proven
difficult because web applications vary widely in their imple-
mentation, resource naming conventions, and UI structures.
As a result, rule-based systems are often too rigid, and ma-
chine learning models are only effective on applications they
have been trained on.
The emergence of large language models (LLMs) [3, 38, 43]
provides a promising solution to this challenge. Prior task-
driven agents forweb andmobile applications, such as YuraS-
canner [36] andGptDroid [26], demonstrate that pre-trained
LLMs can align user actions with semantic intents when sup-
plied with structured context. Following this evidence, we
furnish the LLM with rich contextual information—including
the application’s purpose, page metadata, and relevant DOM
elements—enabling it to analyze the page and infer its seman-
tics. Through this context-aware analysis, the LLM identifies
not only nuanced operations and their types (for instance,
both blog editing and blog categorization are Update type
of operations on the target post), but also recognizes com-
plex resource dependency relationships (such as comments
belonging to blog posts).
• An efficient implementation. Efficiency and the ability to act
on numerous actions promptly are crucial for web crawlers.
However, integrating LLMs can introduce considerable time
overhead. Sometimes, an LLM may require tens of seconds
to interpret the intent behind an action, and most LLMs
enforce tokens-per-minute (TPM) rate limitations. These
factors present significant challenges to adopting LLMs in
web crawling tasks.
To mitigate these performance challenges, we have devel-
oped a series of optimizations. Our framework is designed
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so that the tasks of crawling web pages run in parallel with
those invoking LLMs, thereby tolerating LLM-induced de-
lays. Furthermore, we avoid redundant invocations of LLMs
by skipping those actions that result in semantically equiva-
lent URLs.

To this end, we develop Theseus1, a smart crawler that traverses
web applications by using inferred resource operations as guiding
clues. Theseus introduces two key improvements over traditional
crawling: (1) it schedules actions based on the dependence order
of their corresponding resource operations, ensuring logical pro-
gression through the application and maximizing coverage, and (2)
it detects and eliminates functionally equivalent actions based on
analyzing their intended operations on resources, preventing both
over- and under-deduplication.

We have comprehensively evaluated Theseus on 20 real-world
applications. Experimental results demonstrate that Theseus suc-
cessfully identified 92,104 resource operations and 16,955 inter-
resource dependencies, with false positive rates of 19.9% and 28.9%,
respectively. These identified elements enable Theseus to achieve
significant improvements in code coverage compared to the three
state-of-the-art crawlers, namely BlackWidow [13], EvoCrawl [17]
and YuraScanner [36], with increases of 93.5%, 72.1% and 96.8%,
respectively. Compared to the combined performance of these three
crawlers, Theseus achieved an improvement of 29.9% in code cover-
age. Furthermore, this enhanced coverage facilitated vulnerability
scanners in detecting 36 additional XSS vulnerabilities, of which 21
were previously undiscovered and 12 received CVE identifiers.

Contributions. In summary, this paper makes the following
key contributions:
• We propose a novel approach to model user action intents as
resource operations. This model offers fine-grained guidance
for the critical functionalities–navigation scheduling and
deduplication–in web crawling tasks, thereby improving
coverage.
• We develop Theseus, a smart and efficient web crawler that
leverages large language models to infer the semantics of
resource operations from user actions and, crucially, utilizes
these semantics to guide web crawlers for effective naviga-
tion scheduling and deduplication.
• We evaluate Theseus on 20 real-world applications, demon-
strating significant improvements over existing approaches
in code coverage by 29.9%, which enabled the detection of
36 additional XSS vulnerabilities.
• To facilitate future research, we have open-sourced our im-
plementation at https://github.com/Theseus-c/Theseus.

2 Background and Motivation

In this section, we first introduce the fundamental concepts of web
crawlers. Next, we present an example of a web page with various
clickable user actions. This example highlights the limitations of
existing crawlers in navigation scheduling and deduplication when
they fail to consider the semantics behind different user actions
on the web page. Finally, we briefly introduce how our approach

1The name Theseus is inspired by the Greekmythological hero Theseus, who navigated
the labyrinth using a ball of thread (clue) to find his way out.

addresses these limitations by modeling user actions as resource
operations.

2.1 Web Crawlers

The workflow of a web crawler consists of the following phases.
• Phase I: Initial Configuration. The process begins with users
defining seed URLs as starting points and setting crawling
configuration parameters, such as maximum crawling dura-
tion and user credentials. During this phase, an initial action
queue is created and populated with the seed URLs as the
first set of actions to be processed.
• Phase II: Navigation Scheduling. This phase selects and exe-
cutes a target action from the action queue. Note that user
actions are not limited to simple URL-triggering actions but
also include frontend actions, such as clicks and form filling
events. These non-URL actions are also valuable, since they
may be necessary to eventually trigger new URLs.
• Phase III: Action Extraction. After the target action is exe-
cuted, this phase extracts new actions from the resulting
page, including all clickable actions on the page—such as
form submissions, element interactions (e.g., clicks, double-
clicks), new URLs, etc. These newly extracted actions are
then added to the action queue for further processing.
• Phase IV: Deduplication. For efficiency, the crawler imple-
ments various algorithms to identify duplicate actions. Mod-
ern crawlers [13, 35] compare the DOM structures of web ele-
ments associated with user actions, as well as their targeting
URLs or resulting pages, to determine whether they would
lead to previously explored content. Duplicated actions are
then removed from the action queue to avoid revisiting re-
peated states.

This entire workflow operates as an iterative cycle that contin-
ues until the action queue becomes empty, or until the predefined
depth thresholds or time limit are reached. Phase II (navigation
scheduling) repeatedly selects and executes actions from the action
queue, uncovering more actions on the resulting pages (Phase III).
Phase IV deduplicates these new actions and retains only previously
unvisited actions in the action queue for further processing.

2.2 A Motivation Example

Figure 1(a) illustrates a simplified web page from a travel blog
website, representing a typical Content Management System (CMS)
application. This page enables users to publish travel experiences,
view posts created by others, and engage in interactive commenting.
The page comprises 17 clickable actions that can be categorized
into 8 functional groups: logout ( 1 ), view blog ( 2 , 10 , 14 ), edit
blog ( 3 , 11 , 15 ), delete blog ( 4 , 12 , 16 ), bookmark blog ( 5 , 13 ,
17 ), comment on blog ( 6 ), reply to comments ( 7 ), like comments
( 8 ), and delete comments ( 9 ).

An optimal click sequence for this motivation example is de-
picted in Figure 1(b), which guarantees maximal coverage without
redundant actions. This particular sequence highlights implicit de-
pendencies among various user actions. Violating these dependen-
cies results in insufficient state coverage. For instance, actions such
as viewing ( 2 ), editing ( 3 ), or bookmarking ( 5 ) a blog should
occur before deleting the blog ( 4 ), since these actions may become

https://github.com/Theseus-c/Theseus
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Hidden Gems in Kyoto: Beyond the Tourist Trails

Posted by: Alex Johnson • 2 days ago

During my recent trip to Kyoto, I discovered some amazing local spots that aren't in the typical 
guidebooks. The small teahouse near Ginkaku-ji Temple was a revelation...

Comments (1)

Emma Wilson

Thanks for sharing! I'm planning a trip to Kyoto next month. Could you share the name of 
that teahouse?

Reply Like Delete

Yesterday

A Week in Barcelona: Food, Architecture, and Beaches

Posted by: Maria Garcia • 5 days ago

Road Trip Through New Zealand's South Island

Posted by: David Thompson • 1 week ago

Dashboard Admin Logout
1

11

2 3 4 5

7 8 9

12 13

14 15 16 17

Add a comment…

Save

6

10

(a) A page from a travel blog content management system.

2 6 7 8 9 3 5 4 1

(b) An optimal click sequence.

Figure 1: A motivating example.

inaccessible once the blog is deleted. Similarly, actions related to
a comment ( 6 , 7 , 8 , and 9 ) need to be executed before delet-
ing the blog associated with that comment ( 4 ). Lastly, the logout
action ( 1 ) should always be performed last, as it terminates the
session and could render all other actions inaccessible.

Among the 17 clickable actions in Figure 1, several perform
equivalent or similar functions. For instance, the actions of viewing
( 10 , 14 ), editing ( 11 , 15 ), bookmarking ( 13 , 17 ), and deleting
( 12 , 16 ) different blog instances are functionally equivalent to 2 ,
3 , 5 , and 4 , respectively. These duplicated actions are excluded
from the sequence in Figure 1(b) to ensure maximal performance.

2.3 Limitations of Existing Work

Navigation Scheduling. Previous studies [35] have demonstrated
that Randomized Breadth-First Search (BFS) is the most effective
navigation strategy for web crawling. By shuffling actions at each
depth level in the discovery sequence, this method enables system-
atic traversal combined with stochasticity. However, such schedul-
ing easily violates the dependencies among user actions, resulting
in subpar coverage. For instance, with a probability of 1/17, the
randomized BFS strategy would execute the logout action ( 1 ) first,
causing the entire crawling process to terminate prematurely. In
fact, only 720 out of the total 362,880 possible (0.19%) sequences
ensure maximal coverage without violating any dependencies, high-
lighting the necessity for dependency-aware scheduling.

Deduplication. The state-of-the-art crawlers [13, 17] employ both
URL-based and DOM-based matching to identify duplicated user ac-
tions. URL-based methods identify duplicated actions by comparing

the target URL strings; however, they cannot handle non-URL trig-
gering actions, such as actions 3 - 9 in our example (Figure 1). Fur-
thermore, whenmatching URL strings, existing URL-based methods
often ignore the semantics of different parameters: they either com-
pare the entire string or disregard all parameters altogether, which
lead to under- or over-deduplication.

DOM-based methods differentiate actions by examining the
DOM tree structures of the elements involved or the web pages
generated. These methods require a carefully crafted threshold
to recognize subtle differences between actions such as 3 and
4 , while still identifying equivalent actions like 3 , 11 and 15 .
Additionally, the threshold is sensitive to variations in web page
structures. As a result, the threshold configured for our example
page is often not applicable to other pages, resulting in both under-
and over-deduplication.

2.4 Our Approach

Figure 2 illustrates how we address existing limitations by mod-
eling user actions as resource operations. Each action ( 1 – 17 ) is
represented as a triple ⟨𝑟, 𝑜𝑝, 𝑡⟩, where 𝑟 denotes the resource (post
or comment) that undergoes a specific operation 𝑜𝑝 (such as view
or bookmark), and 𝑡 indicates the type of operation (C, R, U, D) as de-
fined by the CRUD model. For example, action 2 is represented as
⟨post, view, R⟩. Additionally, we introduce the unknown type N for
operations whose type cannot be determined (such as bookmark).
Finally, the block type B refers to operations that cause the crawler
to be blocked or fail, such as logout ( 1 ) in our example.

Existing limitations can then be addressed as follows:

• Resource-operation-guided Deduplication. As shown in Fig-
ure 2, actions that perform identical operations on the same
type of resource are grouped together. For example, actions
2 , 10 , and 14 all correspond to the same triple ⟨post, view, R⟩,
indicating that they each perform the view operation on the
resource post. Actions within the same group are typically
functionally equivalent and do not expose new states. Lever-
aging this insight, we perform efficient deduplication by pro-
cessing only one representative action from each group of
functionally equivalent actions.
• Dependency-aware Navigation Scheduling. We introduce de-
pendencies between user actions based on the resources they
operate on and their operation types. In Figure 2, each di-
rected edge 𝑢 → 𝑣 denotes that operation 𝑢 must precede
operation 𝑣 . There are two types of dependencies: (1) intra-
resource dependency reflects sequential constraints within
the same resource, following the order of C, R, U, N, and
D. We enforce this order because the side effect of a later
operation type (e.g., U and N) may disable the actions of
a previous operation type (e.g., R); and (2) inter-resource
dependency arises from structural relationships among re-
sources, such as post and comment. For instance, the edge
⟨comment, D, delete⟩ → ⟨post, D, delete⟩ indicates that a
post should not be deleted before its associated comments
are deleted. Additionally, block-type operations ( 1 ) are exe-
cuted last. Notably, these dependencies are conservatively
approximated by treating all actions with the same operation
type as equivalent within a resource.
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{                 }

create read update unknown delete

2 10 14 {                 }3 11 15 {                 }5 13 17 {                 }4 12 16

create read update unknown delete

8 96 7

comment

post

1

block

Figure 2: A resource-guided modeling of user actions for our

motivating example.

Comparison with YuraScanner. YuraScanner [36] is a task-
driven web crawler that employs an LLM to select the next action
for a given task, modeling inter-task dependencies with a simple
CRUD model. In contrast, Theseus explicitly infers dependencies
between fine-grained actions using a resource-guided semantic
model to maximize coverage. Specifically, Theseus explicitly rea-
sons about inter-resource dependencies and avoids destructive or
blocking actions until dependent operations are completed, whereas
YuraScanner employs coarse-grained CRUD-based task ordering,
treating each task as an indivisible action sequence. Notably, the
coarse-grained CRUD-based task dependencies in YuraScanner
fail to account for destructive tasks (e.g., 4 ), inter-resource de-
pendencies (e.g., 9 and 4 ), and repetitive operations ( 2 and 10 ),
leading to subpar performance as evidenced in our empirical results.

2.5 Threat Model

In this paper, we focus on web application vulnerabilities that can
be exploited by attackers through comprehensive crawling and
state exploration. Our threat model assumes that an attacker has
network access to the target web application and can systematically
browse through its pages and functionalities using both manual
navigation and automated crawling tools. The attacker can craft
and inject malicious payloads into discovered input vectors to iden-
tify potential security vulnerabilities such as XSS or other web
application vulnerabilities.

Regarding our approach, Theseus operates under common as-
sumptions forweb crawling: the target website is publicly accessible,
authentication credentials are available for system login, and no
anti-crawling mechanisms are in place. In addition, we do not con-
sider adversarial websites designed to confuse LLMs and render our
LLM-assisted semantic inference ineffective. These assumptions
are typically valid in controlled penetration testing environments.

3 Theseus

We develop Theseus, a smart web crawler that leverages LLMs to
identify the semantics of resource operations from user actions,
serving as critical guidance for navigation scheduling and dedupli-
cation. As shown in Figure 3, Theseus augments existing crawlers
with three primary modules that work in concert to enable sys-
tematic web crawling. After executing a target action, Theseus
conducts Resource operation inference (Section 3.1) on newly
discovered actions to analyze their semantics and deduce associated
resources and operations. Next, for Deduplication (Section 3.2),

Table 1: Types of frontend actions

Action Types get, form, event, iframe, ui_form, javascript

Table 2: Operations and operation types

Operation Types Concrete Operations

Create (C) add, upload, append, insert, . . .

Read (R) view, download, search, list, filter, . . .

Update (U) edit, rename, move, change, refresh, . . .

Delete (D) remove, erase, clear, cancel, . . .

Block (B) restrict, ban, suspend, disable, freeze, . . .

Unknown (N) error, undefined, miscellaneous, . . .

Table 3: Summary of LLM prompts used by Theseus. Full

templates are available in the online appendix Figs. 5–7 .

Task Goal Template

Pre-execution
analysis

Infer the target resource, concrete operation,
and operation type before an action executes
to guide scheduling and deduplication.

Fig. 5

Post-execution
refinement

Validate or correct the initial inference and
determine execution success after observing
runtime effects.

Fig. 6

Inter-resource
dependency
inference

Determine parent-child relationship between
resources to enforce navigation order. Fig. 7

Theseus applies resource operation-guided deduplication to elimi-
nate previously visited actions, thereby preventing redundant explo-
ration. Finally, Theseus develops a dependency-aware Navigation
Scheduling strategy (section 3.3) for effective exploration.

3.1 Resource Operation Inference

Following [13, 17], we categorize actions into six types: get, form,
event, iframe, ui_form, and javascript. These action types, sum-
marized in Table 1, capture the typical frontend interactions used
to communicate with modern web applications, with get actions
commonly responsible for loading target URLs. Throughout this pa-
per, we use action 𝑎 to denote a frontend user interaction belonging
to one of these types, and its action type is denoted as 𝑇 (𝑎).

Given an action 𝑎 as input, the pre-execution analysis models it
as a resource operation, denoted as a 3-tuple ⟨𝑟, 𝑜𝑝, 𝑡⟩, where 𝑟 is the
accessed resource, 𝑜𝑝 specifies the concrete operation performed
(e.g., view or logout), and 𝑡 denotes the high-level operation type
(e.g., R or D). This two-level abstraction enables both semantic group-
ing and fine-grained reasoning. Table 2 lists the operation types,
including C, R, U, D, B and N, as well as some representative concrete
operations for each type. In addition, post-execution refinement
appends a boolean annotation indicating whether the execution
was successful.

3.1.1 Pre-execution Analysis. As in standard practices [13], when
a target action is successfully executed, Theseus extracts a set

https://github.com/Theseus-c/Theseus/appendix.pdf
https://github.com/Theseus-c/Theseus/appendix.pdf
https://github.com/Theseus-c/Theseus/appendix.pdf
https://github.com/Theseus-c/Theseus/appendix.pdf
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Web application
under testing

3.1 Resource Operation Inference

3.2 Deduplication

Resource-operation-
guided Deduplication

3.3 Navigation Scheduling

Action Dependency 
Graph Construction

Dependency-aware 
Navigation Scheduling

Actions with 
analysis results

resource
operation
optype

Refined result

Actions queue

Event Get Form …

Initial seed page Pages & traffic

Post-execution
Refinement

Actions with context

Pre-execution Analysis

resource
operation
optype

exec state

Newly discovered actions

Successful resource operations

Scheduled actions

Figure 3: Overview of Theseus.

of clickable actions from the resulting web page. These extracted
actions–if their target URLs or associated DOM structures do not
exactly match those of previously visited actions–are considered
potentially new and will be further analyzed by LLMs. To enhance
LLMs’ understanding of their semantics, we enrich each action with
detailed contextual information.

Specifically, the context of an action encompasses three dis-
tinct hierarchical levels: (1) the application level, which comprises
high-level natural language descriptions of the web application’s
functionality to provide comprehensive understanding of the ap-
plication; (2) the page level, which includes metadata such as page
titles and URLs that reflect the current application state; and (3) the
element level, which consists of fine-grained DOM details such as
text content, HTML tags, form types, labels, accessible names, and
structural positions within the DOM hierarchy (e.g., parent-child
and sibling relationships). Layered contexts of this form have been
shown to help LLM agents ground action semantics in prior scan-
ners [26, 36]; accordingly, we adopt the same structure to supply
Theseus with evidence for semantic inference.

Hence, after gathering the context of action 𝑎, we construct
prompts to invoke the LLM for pre-execution analysis; the full
prompt and a corresponding response are available in the online
appendix2 Fig. 5 . Each prompt consists of a system prompt, which
defines the LLM’s role, analytical objectives, and expected response
format, as well as a user prompt, which embeds the context of 𝑎.
Additionally, we include representative few-shot examples to guide
the LLM’s reasoning process. The LLM’s response specifies the
resource 𝑟 , the concrete operation 𝑜𝑝 , and the high-level operation
type of 𝑜𝑝 .

3.1.2 Post-execution Refinement. After executing action 𝑎, The-
seus performs a post-execution refinement step to determinewhether
𝑎 was successfully executed, i.e., whether the intended resource
operation takes effect. During this step, the action 𝑎 is reanalyzed
in its pre-execution context with additional runtime feedback, such
as changes in the DOM structure of web pages before and after

2https://github.com/Theseus-c/Theseus/appendix.pdf.

execution, as well as network traffic details like HTTP request and
response payloads, since HTTP responses alone are insufficient to
reliably indicate whether a resource operation has truly taken effect.
This additional runtime information enables LLMs to perform a
deeper semantic interpretation of the intention behind 𝑎, thereby
refining the pre-execution analysis results of 𝑎.

With the complete context—including pre- and post-execution
page states and network traffic—Theseus invokes the LLM to per-
form post-execution refinement (row 3 of Table 3), updating or
correcting the initial operation inference as needed. This step helps
resolve ambiguities, confirm the effects of the action, and improve
the semantic analysis based on actual execution outcomes.

3.2 Resource-operation-guided Deduplication

Theseus identifies and eliminates duplicated actions by examining
their corresponding resource operations–two actions are consid-
ered functionally equivalent if they share the same action type
with an identical triple ⟨𝑟, 𝑜𝑝, 𝑡⟩ under resource operation inference.
These actions perform the same operation on the same or different
instances of the resource 𝑟 and generally will not uncover any new
states, since they are likely to explore the same functionality and
thus execute the same code.

Hence, during crawling, Theseus maintains a set 𝑆 of previously
processed resource operations. After pre-execution analysis of a
newly discovered resource operation ⟨𝑟, 𝑜𝑝, 𝑡⟩ for action 𝑎, The-
seus checks if there exists a tuple ⟨⟨𝑟 ′, 𝑜𝑝′, 𝑡 ′⟩,𝑇 (𝑎)⟩ ∈ 𝑆 such that
⟨𝑟 ′, 𝑜𝑝′, 𝑡 ′⟩ is equal to ⟨𝑟, 𝑜𝑝, 𝑡⟩. Recall that 𝑇 (𝑎) denotes the action
type of 𝑎. If such a tuple exists, 𝑎 will be discarded.

Some resource operations require multiple coordinated steps to
complete. For example, editing a post may involve navigating to
an edit page (via a get or event action), modifying a form, and
submitting it. In some cases, an LLM may label each step as the
same ⟨post, edit, U⟩ operation. Therefore, we define actions as
equivalent only if they share the same action type in Table 1, and we
retain multiple actions with identical inferred resource-operation
semantics when their action types differ.

https://github.com/Theseus-c/Theseus/appendix.pdf
https://github.com/Theseus-c/Theseus/appendix.pdf
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3.3 Dependency-aware Navigation Scheduling

This subsection illustrates in detail our resource-dependency-aware
navigation scheduling strategy, which harnesses an on-the-fly ac-
tion dependency graph for effective exploration. The action depen-
dency graph𝐺 serves as the backbone for our navigation scheduling.
Essentially, it encodes the dependence between actions based on
their corresponding resource operations. Recall that an action is
modeled as a tuple ⟨𝑟, 𝑜𝑝, 𝑡⟩, as described in Section 3.1.

We adopt a cluster-based abstraction in building 𝐺 , where ac-
tions are grouped by their corresponding resources and operation
types. In the action dependency graph𝐺 = (𝑉 , 𝐸), each node 𝑣 ∈ 𝑉
is a cluster {⟨𝑟, _, 𝑡⟩}, denoting the 𝑡 type operations on resource 𝑟 .
For instance, in our motivating example in Figure 1, action 6 and
action 7 are grouped in the same cluster ⟨comment, _, create⟩
(Figure 2). This abstraction not only reduces the graph’s size and
complexity, but—more importantly—provides generalization: even
if specific actions have not yet been encountered, their correspond-
ing clusters act as placeholders to ensure correct execution order.

Each directed edge 𝑢 → 𝑣 ∈ 𝐸 encodes a dependency relation:
actions in cluster 𝑢 must be considered before executing any action
in cluster 𝑣 . There are two primary forms of dependencies, namely
intra-resource dependency and inter-resource dependency.

Intra-resource dependency. For a given resource 𝑟 , we enforce a
canonical ordering of operations based on their types: C → R →
U → N → D → B. Intuitively, creation must precede all other op-
erations on the same resource. R operations are prioritized over U
operations, since updating a resourcemay introduce side effects that
could interfere with subsequent reads. In some cases, the LLM may
be unable to infer the semantics of an operation type (e.g., bookmark
operations 5 , 13 , and 17 in Figure 2). To ensure safety, we conser-
vatively place these N operations between U and D-allowing them to
execute before deletion while minimizing interference with other
known operations.

Block-type actions (e.g., user logout) are deferred and executed
only after all other actions have been processed. For example, in
Figure 2, the user logout action ( 1 ) is scheduled after all other
operations. When Theseus cannot determine the resource asso-
ciated with an action, it conceptually adds the action to 𝐺 as an
independent node with no assumed dependencies. As discussed
in Section 2.2, this ordering is conservative, but it does not compro-
mise the effectiveness of Theseus’s navigation scheduling strategy
in our experiments.

Inter-resource dependency. Dependencies may also exist between
different resources due to their hierarchical relationships. For in-
stance, a comment is associated with a post, and deleting the post
disables all actions on the associated comments. We therefore en-
force a dependency such as ⟨comment, _, D⟩ → ⟨post, _, D⟩.

Inferring such hierarchies requires semantic reasoning, a task
well-suited to LLMs. To minimize unnecessary computation, we
invoke this reasoning task only as needed: specifically, during ex-
ploration, when a D action is encountered, we prompt the LLM to
analyze potential dependencies by pairing the target resource (to be
deleted) with each other resource on which some operations have
yet to be executed. As such, the number of resource relationship
reasoning tasks remains small.

For each pair, the LLM determines whether the second resource
depends on the target resource. If such hierarchical dependencies
are identified, the graph 𝐺 is updated accordingly. To ensure high
accuracy, we supply rich semantic context for both resources in each
pair, leveraging information extracted during the semantic analysis
process described in Section 3.1. An example prompt and the LLM’s
corresponding output are available in the online appendix Fig. 7 .

By maintaining hierarchical relationships between distinct re-
sources, the action dependency graph 𝐺 remains a directed acyclic
graph, facilitating a topological ordering for navigation schedul-
ing: an action in cluster 𝑣 is scheduled only if all actions in the
predecessors of 𝑣 have been processed. In rare cases, inter-resource
dependency relationships may form a cycle, either because the LLM
incorrectly treats the same resource entity as different resources,
or because it mistakenly introduces a dependency between distinct
resources. To resolve such cycles, Theseus prompts the LLM to
break the cycle by either merging inter-dependent resources into a
single canonical resource, or removing likely invalid edges.

3.4 The Overall Algorithm

Algorithm 1 gives a detailed description of our overall algorithm.
The algorithm operates over the dynamically constructed depen-
dency graph 𝐺 = (𝑉 , 𝐸), as detailed in Section 3.3. It iteratively
executes or deduplicates all actions in 𝐺 until no actions remain.
During this process, 𝐺 is dynamically updated with newly discov-
ered actions, and all executed actions are recorded in 𝑆 .

Initialization. For each resource operation ⟨𝑟, 𝑜𝑝, 𝑡⟩, a failure
counter FailCnt is initialized to 0 by default (line 2). In addition,
a threshold parameter MaxCnt = 10 is introduced to specify the
maximum number of attempts before skipping a resource operation.
The algorithm starts with processing the web page 𝑃 retrieved from
the seed URL, and 𝐺 is initialized with all actions in 𝑃 (lines 3-5).

Picking an Action. At each iteration, Theseus invokes the proce-
dure DepGuidedNavig to select the next target action to execute
(line 7). In DepGuidedNavig (lines 24-26), an action is selected
only if all its dependent actions have been completed–following
the topological ordering in 𝐺 . If multiple such actions exist in the
same cluster, we select the action with the fewest attempts.

Executing an Action. The selected action 𝑎 is skipped if the num-
ber of attempts for its corresponding resource operation has reached
the predefined threshold MaxCnt (lines 8-10). Subsequently, all
equivalent actions of 𝑎 are removed from 𝐺 and excluded from
further execution (line 10), and the failed resource operation is
recorded in 𝑆 to prevent future attempts. After executing 𝑎, the ex-
ecution results are analyzed by PostExecRefine(line 13), yielding
a refined tuple ⟨𝑟 ′, 𝑜𝑝′, 𝑡 ′, 𝑠𝑢𝑐𝑐⟩, where 𝑠𝑢𝑐𝑐 indicates whether the
execution is successful. The successfully executed resource oper-
ation ⟨𝑟 ′, 𝑜𝑝′, 𝑡 ′⟩ is then recorded in 𝑆 (line 15). Next, each newly
discovered action is first analyzed by PreExecAnalysis and then
deduplicated according to its resulting resource operation ⟨𝑟, 𝑜𝑝, 𝑡⟩;
the non-duplicated actions are subsequently added to 𝐺 for fu-
ture processing (lines 17-19). If the execution fails, we increment
FailCnt [⟨⟨𝑟 ′, 𝑜𝑝′, 𝑡 ′⟩,𝑇 (𝑎)⟩] by one and retain the other actions for
potential future attempts (lines 21-22).

https://github.com/Theseus-c/Theseus/appendix.pdf
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Algorithm 1: Overall algorithm of Theseus
Input: Start page 𝑃 retrieved from the seed URL, failure

threshold MaxCnt
Output: A set of completed resource operations 𝑆

1 𝑆 ← ∅
2 Assume FailCnt has an initial value of 0
3 for each action 𝑎 in 𝑃 do

4 ⟨𝑟, 𝑜𝑝, 𝑡⟩ = PreExecAnalysis(𝑎)
5 Add ⟨𝑟, 𝑜𝑝, 𝑡⟩ to its cluster ⟨𝑟,−, 𝑡⟩ in 𝐺
6 while there exists actions in 𝐺 do

7 𝑎, ⟨𝑟, 𝑜𝑝, 𝑡⟩ = DepGuidedNavig() //Navigation
8 if FailCnt [⟨⟨𝑟, 𝑜𝑝, 𝑡⟩,𝑇 (𝑎)⟩] ≥ MaxCnt then
9 𝑆 ← 𝑆 ∪ {⟨⟨𝑟, 𝑜𝑝, 𝑡⟩,𝑇 (𝑎)⟩}

10 Remove functionally equivalent actions to 𝑎 from 𝐺

11 continue

12 Execute action 𝑎

13 ⟨𝑟 ′, 𝑜𝑝′, 𝑡 ′, 𝑠𝑢𝑐𝑐⟩ = PostExecRefine(𝑎)
14 if 𝑠𝑢𝑐𝑐 then

15 𝑆 ← 𝑆 ∪ {⟨⟨𝑟 ′, 𝑜𝑝′, 𝑡 ′⟩,𝑇 (𝑎)⟩}
16 for each newly discovered action 𝑎𝑛 do

17 ⟨𝑟𝑛, 𝑜𝑝𝑛, 𝑡𝑛⟩ = PreExecAnalysis(𝑎𝑛)
18 if ⟨⟨𝑟𝑛, 𝑜𝑝𝑛, 𝑡𝑛⟩,𝑇 (𝑎𝑛)⟩ ∉ 𝑆 then

19 add ⟨𝑟𝑛, 𝑜𝑝𝑛, 𝑡𝑛⟩ to its cluster ⟨𝑟𝑛,−, 𝑡𝑛⟩ in 𝐺

20 Remove all functionally equivalent actions of 𝑎 in 𝐺
21 else

22 FailCnt [⟨⟨𝑟 ′, 𝑜𝑝′, 𝑡 ′⟩,𝑇 (𝑎)⟩] ←
FailCnt [⟨𝑟 ′, 𝑜𝑝′, 𝑡 ′⟩,𝑇 (𝑎)⟩] + 1

23 return 𝑆

24 Function DepGuidedNavig():
25 Select cluster 𝑣 ≠ ∅ in 𝐺 with no non-empty (transitive)

predecessors
26 Remove action 𝑎 =⟨𝑟, 𝑜𝑝, 𝑡⟩ with minimal

FailCnt [⟨⟨𝑟, 𝑜𝑝, 𝑡⟩,𝑇 (𝑎)⟩] from 𝑣

27 return 𝑎, ⟨𝑟, 𝑜𝑝, 𝑡⟩

4 Implementation

We have developed Theseus based on BlackWidow [13] with
4,448 lines of Python code. As a result, Theseus inherits most
of BlackWidow’s core capabilities, such as DOM traversal and
JavaScript event handling. To support the pre-execution analysis
(Section 3.1.1) and post-execution refinement (Section 3.1.2), we
replaced the original Selenium module with Selenium-Wire [39],
which extends Selenium to enable logging of HTTP request and
response messages during the crawling process. Additionally, we
substituted BlackWidow’s navigation and deduplication modules
with our own custom implementations, detailed in Section 3.3 and
Section 3.2.

For LLM-assisted analysis, we integrated the OpenAI SDK [27]
to invoke language models. Our implementation provides flexi-
ble model selection through configurable API keys, base URLs,
and model names, enabling seamless support for various commer-
cial and open-source LLMs. Furthermore, we implemented request

batching to optimize token consumption. Next, we elaborate on
two critical optimizations in our implementation.

4.1 Parallelized Pre-execution Analysis

Our approach requires LLM analysis for each potential new action.
After executing a target action, the crawler may encounter numer-
ous new actions on the resulting page, each of which needs to be
analyzed by the LLM during pre-execution analysis. This may incur
significant overhead – pre-execution analysis averages 5 seconds,
but can take several minutes in worst-case scenarios. Additional
delays may also occur due to tokens per minute (TPM) rate lim-
itations. As a result, after executing an action, the crawler may
need to wait minutes for the LLM analysis results on new actions,
significantly impacting overall efficiency.

To address this limitation, we design Theseus so that pre-execution
analysis runs in parallel with the rest of the crawler. Note that pre-
execution analysis is also the most time-consuming module, as it is
invoked for each potential new action, whereas other modules only
invoke LLM as needed, and the number of such LLM invocations is
much smaller.

Hence, Theseus utilizes two processes that run in parallel: one
is the main crawler process, and the other is dedicated to pre-
execution analysis. After executing an action, the crawler process
schedules and executes queued actions without waiting. It receives
results from the concurrently running pre-execution analysis pro-
cess in batches, using these results to guide future deduplication
and navigation scheduling. Meanwhile, the pre-execution analysis
process employs Python’s asynchronous capabilities to issue multi-
ple LLM invocations concurrently. This process collects multiple
pre-execution prompts into a batch within the LLM’s TPM limit,
then simultaneously invokes the LLM for all prompts in the batch,
thereby enabling concurrent LLM analyses. After firing a batch of
prompts, to comply with the LLM’s TPM constraints, the process
waits for one minute before firing the next batch.

4.2 Semantic-aware URL Deduplication

To further reduce the number of LLM invocations during pre-
execution analysis, we apply a lightweight URL-based approach
that efficiently filters out redundant URL-triggering actions. Our ap-
proach significantly outperforms existing URL-based deduplication
strategies, by understanding the semantics of different parameters
in URLs and recognizing semantically important parameters whose
modification impacts application logic. For instance, in the URL
http://example.com/index.php?action=show&id=1, the parameters
action and id serve fundamentally different purposes-the action
parameter is semantically important, as its modification alters ap-
plication logic and views, while changing id typically only affects
the specific data being displayed. However, existing strategies fail
to consider the semantic significance of distinct query parameters,
often resulting in over- or under-deduplication.

For each URL-triggering action encountered during crawling,
we extract all parameters–including both query parameters (e.g.,
?id=3) and path segment parameters (e.g., /project/3/show)–
paired with their corresponding values from the target URL, in
the form (name, value). Unnamed path segments are handled by
assigning synthetic names. For example, /project/3/show yields

http://example.com/index.php?action=show&id=1
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Table 4: Overview of Evaluated Applications

Application Version Stars Category

Leantime 2.1.7 8.7k PMS
Librenms 22.1.0 4.5k Network monitor
Microweber 1.2.11 3.4k CMS
Typo3 9.5.11 1.2k CMS
Concretecms 9.0.2 817 CMS
Oscommerce 4.12.56860 48 eCommerce
Mautic 3.3.4 8.9k Marketing
Moodle 4.0.0 6.7k LMS
LimeSurvey 5.6.4 3.4k Polls
ITop 3.0.0 1k IT
Kanboard 1.2.44 9.3k PMS
Dokuwiki 2024-02-06b 4.5k Wiki
Humhub 1.17.1 6.6k Social Network
Drupal 11.1.6 4.2k CMS
Collabtive 3.2 215 PMS
Opencart 4.1.0.3 8k eCommerce
Phpbb 3.3.15 2k Forum
Smf 2.1.4 683 Forum
Dolibarr 22.0.3 6.7k CRM
Wordpress 6.8.3 20.7k CMS

the pair (PATH_PARAM_1, 3), and the URL http://example.com/pr
oject/3/show is transformed into the template http://example.com/
project/PATH_PARAM_1/show. Two URLs are considered equiva-
lent if they have the same target address with identical values for
semantically important parameters.

How do we know which URL parameter is semantically impor-
tant? Again, we leverage LLMs to analyze the semantics of a URL
parameter as needed. Note that here the LLM is queried only for
newly encountered URL parameters with distinct values, so the
number of LLM invocations is small. The LLM prompt and cor-
responding response for inferring URL-parameter semantics are
available in the online appendix Fig. 8 .

5 Evaluation

Our evaluation aims to answer the following research questions:
• RQ1: What is the precision of Theseus in inferring resource
operations from user actions?
• RQ2: How effective is Theseus in improving coverage com-
pared to the state-of-the-art crawlers?
• RQ3: How much does Theseus enhance existing vulnera-
bility scanners’ ability to detect both known and previously
unknown vulnerabilities?
• RQ4: What are the contributions of each key system com-
ponent (ablation study)?

5.1 Experiment Setup

Evaluation Benchmarks. To evaluate the effectiveness of The-
seus, we constructed a benchmark dataset comprising 20 open-
source PHP web applications, as summarized in Table 4. Following
prior work [13, 17, 36], we selected PHP-based applications which
allow code coverage collection through Xdebug [33]. In this pa-
per, we focus on detecting XSS vulnerabilities [28], as in [13]. Our
benchmark consists of two categories: ten applications with known
XSS vulnerabilities (rows 2–11 of Table 4) and ten up-to-date appli-
cations previously evaluated by existing tools (rows 12–21). The
first group emphasizes widely used applications with known vul-
nerabilities, while the second is drawn from applications evaluated

by prior crawlers; detailed selection criteria are available in the
online appendix A.2 .
Baseline Crawlers. We compared Theseus against three state-of-
the-art open-source crawlers: BlackWidow [13], EvoCrawl [17]
and YuraScanner [36].
LLM Choice. We compared four representative LLMs on Lean-

time in terms of semantic inference effectiveness, latency, cost, and
throughput. Detailed results are available in the online appendix
Table 12 . Qwen2.5-32B-Instruct [32] achieved the best balance: its
fast response time (2.4s per request) and high throughput (1,000,000
TPM) enable Theseus to perform more actions within the same
time budget, facilitating broader exploration. We therefore adopt
Qwen2.5 as the default model.
Evaluation Metrics. For coverage evaluation, following standard
practices [13, 17], we used line-level code coverage as our eval-
uation metric. For vulnerability detection, we assessed the tools’
effectiveness in identifying both known and new vulnerabilities.
Since we employed dynamic testing, which directly executes ex-
ploits against real vulnerabilities, there were no false positives, and
only recall was considered.
Ground Truth. We established two distinct ground truth datasets
for our experimental evaluation: (1) For coverage evaluation, we
combined the code coverage achieved by Theseus and the baseline
crawlers to form the ground truth; (2) For vulnerability detection,
we collected 101 documented XSS vulnerabilities in the applica-
tions listed in rows 2–11 of Table 4 and attempted to trigger them
using BlackWidow’s XSS payloads. We excluded 22 vulnerabilities
that could not be reproduced in our deployed versions, leaving 79
reproducible known XSS vulnerabilities. Collection and exclusion
details are available in the online appendix A.2.3 .
Configurations. All experiments were conducted on a dedicated
server equipped with a 64-core Intel Xeon E7-4809 v3 @ 2.00GHz
CPU, 1 TB of memory, and running Clear Linux OS version 43410.
Each experiment run was conducted in a clean and reproducible
dockerized environment. For each target application, we first built a
Docker image using the default installation settings, including bun-
dled sample data when available (e.g., Oscommerce), and manually
created an administrator account. Given the login URL, adminis-
trator credentials, the application name and purpose, and an LLM
API key as input, the crawler automatically logged in and began
crawling. For each application, the maximum crawling duration
was set to eight hours, consistent with the time limits established
in prior work [13].

5.2 RQ1: LLM-assisted Semantic Inference

Theseus leverages large language models (LLMs) to perform se-
mantic inference over user actions, enabling the identification of
resource operations, action execution states, inter-resource depen-
dencies, and semantically important URL parameters. The evalua-
tion results of this LLM-assisted semantic inference are summarized
in Table 5.

Evaluation Methodology. During the experiment, we logged all
prompts issued to the LLMs together with their corresponding
inference results. To assess inference correctness, we manually val-
idated whether each LLM response correctly fulfilled its intended
semantic inference task under the given prompt. Specifically, two

http://example.com/project/3/show
http://example.com/project/3/show
http://example.com/project/PATH_PARAM_1/show
http://example.com/project/PATH_PARAM_1/show
https://github.com/Theseus-c/Theseus/appendix.pdf
https://github.com/Theseus-c/Theseus/appendix.pdf
https://github.com/Theseus-c/Theseus/appendix.pdf
https://github.com/Theseus-c/Theseus/appendix.pdf
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Table 5: Results of LLM-assisted semantic inference

Application
# RO

1
# ES

2
# IRD

3
# SIP

4

TP
5

FP
6

TP
5

FP
6

TP
5

FP
6

TP
5

FP
6

Leantime 91 21 36 5 57 24 26 5
Librenms 396 99 79 11 11 6 83 13
Microweber 198 53 67 12 40 15 63 12
Typo3 756 166 23 3 30 12 15 4
Concretecms 435 138 38 8 29 17 73 12
Oscommerce 211 79 44 4 6 2 33 7
Mautic 176 41 27 6 125 44 13 2
Moodle 301 118 41 10 89 37 28 5
LimeSurvey 438 137 39 11 99 44 37 10
ITop 419 117 27 7 150 67 9 2
Kanboard 540 88 130 22 21 15 30 4
Dokuwiki 73 15 42 9 16 6 37 9
Humhub 592 89 18 4 3 1 53 15
Drupal 932 248 85 16 66 22 208 17
Collabtive 58 9 33 2 13 5 38 7
Opencart 334 74 112 29 14 6 68 8
Phpbb 420 141 121 36 26 11 297 45
Smf 374 51 101 39 76 27 176 29
Dolibarr 793 188 70 12 168 66 29 6
Wordpress 430 111 57 19 159 57 73 8
Total 7,967 1,983 1,190 265 1,198 484 1,389 220
Precision 80.1% 81.8% 71.1% 86.3%

1
RO: Resource Operation; 2

ES: Execution State; 3
IRD: Inter-resource Depen-

dency; 4
SIP: Semantically Important Parameter; 5

TP: True Positives; 6
FP: False

Positives.

authors independently annotated the LLM outputs by comparing
the inferred semantics with the prompt context, and a third au-
thor resolved any disagreements. This manual validation process
required approximately three person-months.

Due to the large number of automated analysis results, following
prior work that validates such results via sampling [22, 24], we
randomly sampled 10.0% of the inferred resource operation (#RO),
execution state (#ES), and inter-resource dependency (#IRD) results
for validation.

Overall Results. As shown in Table 5, Theseus achieves precision
rates of 80.1%, 81.8%, 71.1%, and 86.3% for resource operation infer-
ence (#RO), action execution state prediction (#ES), inter-resource
dependency analysis (#IRD), and semantically important parameter
classification (#SIP), respectively. These results indicate that LLMs
can effectively capture high-level semantic intents embedded in
user actions and application contexts, despite operating in a fully
black-box setting.

False Positive Analysis. We further conducted a fine-grained anal-
ysis of false positives (FPs) to understand their root causes and their
impact on the overall system behavior.

For resource operation inference (#RO), each LLMoutput consists
of a triple ⟨𝑟, 𝑜𝑝, 𝑡⟩, and any error in the triple is considered a
false positive. Among the 1,983 FPs, 35.3% are caused by incorrect
resource identification, while the remaining errors are primarily
due to misinterpretation of operation semantics, including incorrect
operation inference and misclassification of operation types (64.7%
in total). This suggests that errors are more likely to arise from fine-
grained operation semantics than from coarse-grained resource
recognition; for instance, operations triggered by a form submission
where the action label is Save may be inferred as Update instead
of the correct Create type.

For action execution state prediction (#ES), the LLM outputs a
Boolean value indicating whether an action was executed success-
fully. Among the 265 FPs, 29.8% correspond to failed actions that
were incorrectly inferred as successful, mainly due to misleading
context. For instance, the LLM may misclassify an HTTP 200 re-
sponse as successful even though the intended action (adding a
picture) does not take effect. Such errors may prevent subsequent
semantically equivalent actions from being executed, potentially
resulting in missed application states. The remaining 70.2% of FPs
correspond to successfully executed actions that were misclassified
as failures, primarily because the target URL did not load within a
predefined time limit (0.5 s by default) or because the LLM prompt
was truncated due to token restrictions. These errors lead to redun-
dant execution of similar actions and thus affect crawling efficiency
rather than semantic coverage.

For inter-resource dependency analysis (#IRD), the LLM predicts
whether a parent–child relationship exists between two resources.
Among the 484 FPs, 75.3% arise from incorrectly inferred dependen-
cies where no actual parent–child relationship exists. These errors
are conservative in nature, as deleting either resource does not
affect the operability of the other. In contrast, the remaining 24.7%
correspond to missed dependencies, which may impact the schedul-
ing strategy by causing premature deletion of parent resources and
consequently blocking operations on dependent child resources.
These false positives may be caused by misleading or insufficient
context, or by inherent LLM limitations such as hallucination.

For semantically important parameter classification (#SIP), the
LLM predicts whether a URL parameter contributes to the semantic
identity of a resource and therefore should be preserved during
deduplication. Among the 220 FPs, 22.2% involve important pa-
rameters being incorrectly predicted as unimportant, which may
cause distinct operations to be merged and thus potentially re-
sult in missed paths. The remaining 77.8% involve non-important
parameters being misclassified as important, most commonly filter-
ing parameters such as category or status. These conservative
errors primarily reduce deduplication effectiveness and crawling
efficiency, while having only limited impact on semantic coverage.

5.3 RQ2: Code Coverage

Figure 4 compares the code coverage achieved by Theseus with
three state-of-the-art crawlers: BlackWidow, EvoCrawl, and
YuraScanner, across twenty real-world web applications. Overall,
Theseus consistently achieves higher code coverage than all base-
lines. On average, Theseus improves code coverage by 93.5% over
BlackWidow, 72.1% over EvoCrawl, and 96.8% over YuraScan-
ner. Moreover, Theseus achieves a higher amount of unique code
coverage than the combined baselines, as summarized in Table 9
in the online appendix. Relative to the union of lines reached by all
four crawlers, Theseus covers 87.1% on average, compared with
57.3% for BlackWidow, 62.6% for EvoCrawl, and 53.7% for YuraS-
canner. We use this observed union rather than total source lines
because deployed applications can contain installation, obsolete, or
otherwise unreachable code. Detailed per-application results are
available in the online appendix Table 11 .

The substantial coverage improvements of Theseus are attrib-
utable to its more effective scheduling and deduplication. First,
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Figure 4: Code coverage comparison between Theseus and three baseline crawlers across twenty applications. Suffixes “-BW”,

“-EC”, and “-YS” denote comparisons against BlackWidow, EvoCrawl, and YuraScanner, respectively. Each stacked bar

shows Theseus unique coverage (blue), common coverage (beige), and baseline unique coverage (green). YS was unavailable on

Wordpress, so only BW/EC comparisons are shown. Detailed values are available in the online appendix Table 11 .

Theseus’s dependency-aware navigation scheduling enables ac-
tions to be executed in a semantically valid order, preventing state
corruption and avoiding the premature execution of blocking ac-
tions. For instance, in OpenCart, BlackWidow executes a logout
action early, which disrupts subsequent interactions, whereas The-
seus preserves the session state and continues exploration. In
HumHub, YuraScanner schedules the delete space action be-
fore the delete space message action, rendering subsequent
message-related operations infeasible. Second, Theseus employs
resource-operation-guided deduplication to identify semantically
equivalent actions and reduce redundant executions. This allows
the crawler to allocate more execution budget to unexplored actions
and states.

Despite these improvements, Theseus does not guarantee com-
plete code coverage. A small fraction of code lines are exclusively
covered by baseline crawlers through randomized exploration. Fur-
thermore, Theseus adopts BlackWidow’s form-handling strategy
by filling input fields with fixed type-based values, which may vio-
late input constraints and lead to unsuccessful executions, while
EvoCrawl partially mitigates this issue by leaving optional fields
empty. How to effectively handle complex web forms remains an
open challenge and is beyond the scope of this work.

We also observe that YuraScanner uniquely covers a small
portion of code that is not exercised by Theseus. This is mainly
because YuraScanner is explicitly designed to execute individ-
ual tasks in depth. By focusing on completing a specific task and
exploring its execution path more thoroughly, YuraScanner can
sometimes reach deeper code paths associated with that task, result-
ing in unique coverage. In contrast, Theseus prioritizes maximizing
overall code coverage across the entire application, which may limit
the depth of exploration for certain individual tasks.

5.4 RQ3: Vulnerability Detection

We investigate the effectiveness of Theseus and the three baseline
crawlers in assisting scanners to detect both known and new vul-
nerabilities. The comparison results are shown in Table 6. Since
Theseus significantly improves code coverage, it covers a larger
portion of the application’s potential attack surface and helps to
identify considerably more vulnerabilities.

Table 6: XSS vulnerabilities detected by different crawlers

(a) Known vulnerabilities

Application
# BW

2
# EC

3
# YS

4
# TH

5
# Known

6

# Uniq.
7

R/S1 R/S1 R/S1 R/S1 R/S1

Leantime 2/3 2/5 0/0 2/10 2/12 12
Librenms 2/3 1/4 1/3 2/7 2/11 10
Microweber 1/0 1/0 1/0 1/1 3/1 2
Typo3 0/0 0/0 0/0 0/1 0/2 1
Concretecms 0/2 0/2 0/1 0/4 0/5 4
Oscommerce 1/3 2/4 2/8 2/10 4/15 16
Mautic 0/3 0/2 0/2 1/3 1/5 4
Moodle 1/2 0/3 1/2 1/4 1/7 5
LimeSurvey 1/1 2/1 1/0 2/1 3/1 4
ITop 0/1 1/1 1/0 1/1 2/2 2
Total 8/18 9/22 7/16 12/42 18/61 60

(b) New vulnerabilities

Application
# BW

2
# EC

3
# YS

4
# TH

5

# Uniq.
7

R/S1 R/S1 R/S1 R/S1

Leantime 1/1 2/1 0/0 8/4 12
Librenms 0/0 0/0 0/0 0/1 1
Microweber 0/0 0/0 0/0 0/0 0
Typo3 0/0 0/0 0/0 0/0 0
Concretecms 0/0 0/0 0/0 0/0 0
Oscommerce 1/1 0/3 1/2 1/3 7
Mautic 0/0 0/0 0/0 0/0 0
Moodle 0/0 0/0 0/0 0/0 0
LimeSurvey 0/0 0/0 0/0 0/0 0
ITop 0/0 0/0 0/0 0/0 0
Kanboard 0/0 0/1 0/0 1/0 2
Dokuwiki 0/0 0/0 0/0 0/0 0
Humhub 0/0 0/0 0/0 0/0 0
Drupal 0/0 0/0 0/0 0/0 0
Collabtive 0/1 0/0 0/2 1/3 4
Opencart 0/0 0/0 0/1 0/2 3
Phpbb 0/0 0/0 0/0 0/0 0
Smf 0/0 0/0 0/0 2/3 5
Dolibarr 0/0 0/0 0/0 0/2 2
Wordpress 0/0 0/0 -/- 0/0 0
Total 2/3 2/5 1/5 13/18 36

1
R/S: reflected/stored XSS vulnerabilities; 2

BW: BlackWidow; 3
EC: EvoCrawl;

4
YS: YuraScanner; 5

TH: Theseus; 6
Known: manually collected vulnerabilities;

7
Uniq.: total unique vulnerabilities found by all crawlers.

5.4.1 Known Vulnerabilities. For previously known vulnerabilities,
as shown in Table 6(a), we manually collected a total of 79 known
XSS vulnerabilities–18 reflected and 61 stored–across ten vulnerable
versions of web applications. The four crawlers collectively helped
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to uncover 60 out of these 79 cases, achieving a combined detection
rate of 75.9%.

Among the four crawlers, Theseus achieved the best perfor-
mance, detecting 54 known vulnerabilities, compared to 26 by
BlackWidow, 31 by EvoCrawl and 23 by YuraScanner, respec-
tively. This corresponds to detection rates of 68.4% for Theseus,
32.9% for BlackWidow, 39.2% for EvoCrawl and 29.1% for YuraS-
canner. Notably, Theseus discovered 15 known vulnerabilities
that were missed by all three baseline crawlers.

5.4.2 New Vulnerabilities. As demonstrated in Table 6(b), the four
crawlers collectively identified 36 unique new vulnerabilities. Among
them, Theseus exhibited strong discovery capability by identifying
31 new vulnerabilities. In comparison, BlackWidow, EvoCrawl,
and YuraScanner detected only 5, 7, and 6 vulnerabilities, respec-
tively. Notably, Theseus discovered 21 new vulnerabilities that
were missed by all baseline crawlers.
Responsible Disclosure. We have responsibly disclosed all 36
newly discovered vulnerabilities to the respective project maintain-
ers. To date, 22 vulnerabilities have been confirmed and patched
across Leantime (12), Librenms (1), Kanboard (2), SMF (5), and
Dolibarr (2), resulting in 12 CVE assignments. The remaining vul-
nerabilities are currently under review. We follow the industry-
standard 90-day responsible disclosure timeline [16].

5.4.3 Additional True Positives. Theseus uncovered 36 additional
true positives—15 known and 21 new—that are missed by all base-
line crawlers. We next analyze how Theseus uncovers these addi-
tional vulnerabilities in practice.
Inter-resource Dependency. Baseline crawlers missed 19 vul-
nerabilities due to inter-resource dependencies. For instance, in
Leantime, 8 vulnerabilities were triggered by operations on child
resources that depend on a parent resource, such as a Project
Attachment File belonging to a Project. Without recognizing
this dependency, BlackWidow and EvoCrawl deleted the Project
before executing operations on its attachment files, rendering the
vulnerable actions unreachable. In contrast, Theseus preserved
these dependencies in its scheduling order and successfully ex-
posed these vulnerabilities.
Blocking Operations. There are 6 false negatives caused by base-
line crawlers executing blocking operations too early. In OpenCart,
BlackWidow executed the logout operation at an early stage,
which prevented further crawling and caused two vulnerabilities
to be missed. Similarly, in Leantime, EvoCrawl and YuraScanner
prematurely terminated exploration by executing deluser, thereby
deleting the only user account in the system. By identifying such
blocking operations, Theseus postpones their execution and avoids
early aborts, enabling the discovery of these vulnerabilities.
Deduplication. Theseus reported 11 additional vulnerabilities be-
cause of effective deduplication. In Typo3, BlackWidow repeatedly
selected different calendar dates that triggered identical backend
logic, wasting substantial execution budget without increasing cov-
erage. Likewise, in Collabtive, the reply message action generated
a new message identifier upon each execution, leading EvoCrawl
to repeatedly exercise semantically equivalent actions. By dedu-
plicating actions based on resource-operation semantics, Theseus
avoided redundant executions and explored deeper states, success-
fully exposing vulnerabilities that were missed by all baselines.

Table 7: Code coverage improvements of Theseus over a

variant implementation. Detailed per-application results are

available in the online appendix Table 11 .

Baseline # Th-b # Th-upq # Th-rb # Th-s

Improvements 91.6% 51.9% 47.1% 20.5%

Table 8: Numbers of succeeded actions and failed attempts

for Theseus and Th-rb. Detailed per-application results are

available in the online appendix Table 10 .

Method Success Fail Total Success rate

Theseus 12,597 2,080 14,677 85.8%
Th-rb 7,559 3,279 10,838 69.7%

5.4.4 False Negatives. As demonstrated in Table 6, Theseus failed
to detect a total of 30 vulnerabilities, including 25 known vulnera-
bilities, and 5 additional new vulnerabilities.

All vulnerabilities detected by BlackWidowwere also identified
by Theseus. However, Theseus missed 7 vulnerabilities–3 new and
4 known–reported by EvoCrawl, and 5 vulnerabilities–2 new and 3
known–reported by YuraScanner. Among these, 2 false negatives
occurred because Theseus failed to explore pages that were visited
by EvoCrawl using its evolutionary search strategy, and 5 false
negatives were related to web forms. For example, in Librenms, one
vulnerability requires the successful creation of the rule resource,
which demands a strictly formatted URL field. EvoCrawl bypassed
this requirement by leaving the field blank, while Theseus failed
to do so with a fixed string value and consequently missed this
vulnerability. The remaining 5 false negatives were reported by
YuraScanner and are attributable to its task-driven strategy.

All evaluated crawlers showed limitations in handling complex
form inputs and navigating deep pages that require strict workflows
between web pages, which led to the misdetection of 19 known
vulnerabilities. This highlights the necessity of addressing these
challenges in future research.

5.5 RQ4: Ablation Study

For this research question, we evaluate the contribution of each
core component of Theseus: resource-operation-guided deduplica-
tion, dependency-aware navigation scheduling, and pre-execution
analysis parallelization. To this end, we design four ablated variants:
• Th-b: A BlackWidow variant where the original Random
State navigation and URL Equality–based deduplication are
replaced by more effective alternatives: randomized BFS nav-
igation scheduling and URL path–query–based deduplica-
tion.
• Th-upq: Theseus with its resource-operation-guided dedu-
plication replaced by URL path-query-based deduplication.
• Th-rb: Theseuswith its dependency-aware navigation sched-
uling replaced by randomized BFS scheduling.
• Th-s: Theseus without parallelization.

We evaluate these variants from two perspectives: code coverage
and action execution results.
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As shown in Table 7, the coverage of Theseus outperforms that
of Th-b, Th-upq, Th-rb, and Th-s by 91.6%, 51.9%, 47.1%, and
20.5%, respectively. These results confirm the effectiveness of all
three modules—particularly resource-operation-guided deduplica-
tion and dependency-aware navigation—which are both under-
pinned by our semantic modeling of user actions.

To evaluate the impact of dependency-aware navigation sched-
uling, Table 8 summarizes the overall action execution outcomes
of Theseus and Th-rb. Theseus achieves 12,597 successful actions
compared to 7,559 for Th-rb (a 66.6% increase), while reducing fail-
ures from 3,279 to 2,080 (a 36.6% reduction). These improvements
confirm the superiority of our navigation strategy over randomized
BFS scheduling. A detailed per-application breakdown is available
in the online appendix Table 10 .

6 Related Work

Navigation Scheduling. Existing web crawlers predominantly
utilize basic navigation algorithms such as breadth-first search
(BFS) [4, 20, 34], depth-first search (DFS) [9, 19], or random explo-
ration [13, 14, 18, 29]. These methods determine the sequence of
actions solely based on the order in which elements are discov-
ered, without considering logical dependencies or semantic rela-
tionships, which often results in inadequate coverage. Advanced
strategies, including reinforcement learning [44] and evolution-
ary techniques [17], attempt to optimize navigation sequences but
require extensive manual parameter tuning, lack generalizability
across diverse applications, and fail to capture the inherent depen-
dencies between web operations. Recent work models crawling
as an adversarial multi-armed bandit to avoid brittle state abstrac-
tions and improve coverage, but still does not explicitly capture
dependencies among web operations [5]. In contrast, our resource-
guided approach harnesses natural dependencies among operations
to establish a principled topological ordering, ensuring comprehen-
sive exploration of states without the need for application-specific
training or manual configuration.

Deduplication.Currentweb crawlers adopt both URL-based [10,
12, 13, 19, 44] and DOM-based [6, 20, 21, 37, 41] deduplication ap-
proaches. URL-basedmethods are ineffective for non-URL-triggering
actions and subject to minor parameter changes, prompting re-
searchers to propose partial URL comparison schemes [35] that
focus on domain and path components while ignoring query pa-
rameters. DOM-based algorithms compute the tree edit distance
(RTED) [30] between DOM trees but require carefully crafted simi-
larity thresholds to differentiate functionally distinct pages, often
resulting in under- or over-deduplication. In contrast, Theseus
conducts deduplication based on the functional equivalence of op-
erations, leveraging LLMs to differentiate actions based on their
operational intent, thereby avoiding manual threshold tuning while
maintaining accuracy across diverse web applications.

LLM Integration in Web Testing. The integration of Large
Language Models into web testing frameworks has emerged as a
promising method for enhancing automation and coverage. Form-
Nexus [1] utilizes LLMs with semantic inference to generate com-
prehensive test cases for web forms, achieving 89% coverage by
extracting insights from form elements and their relationships. Li
et al. [23] conduct an empirical study demonstrating that LLMs

can effectively generate web form tests when provided with ap-
propriate contextual information. YuraScanner [36] introduces a
task-driven methodology that leverages LLMs to sequentially exe-
cute tasks from task lists extracted via shallow crawling or provided
by users, enabling deeper exploration and improved vulnerability
discovery compared to traditional scanners. Mind2Web [8] and Pen-
testGPT [7] showcase LLM applications in web agent evaluation
and interactive penetration testing, respectively.

In this paper, we employ LLMs to perform semantic analysis of
action intents across diverse web application components.

7 Conclusion

We develop Theseus, a smart web crawling tool that leverages
LLMs to infer the semantics of resource operations from user ac-
tion intents, providing guiding clues for efficient web crawling.
We demonstrate that Theseus significantly outperforms existing
crawlers in improving code coverage and assisting in the discovery
of new vulnerabilities. Our future work includes addressing the
limitations of Theseus in handling form inputs and deep pages, as
well as testing more types of vulnerabilities.
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Ethical Considerations

This research aims to improve web application security by enabling
scanners to uncover both known and previously undisclosed XSS
vulnerabilities. All evaluations were conducted on self-hosted de-
ployments of open-source applications; no human subjects, user-
generated content, or production data were involved. We followed
responsible disclosure practices for every newly discovered vulnera-
bility: issues were privately reported to maintainers under a 90-day
timeline [16], and exploit details are withheld until patches become
available. We align with the ACM CCS Ethics Policy and believe the
benefits of strengthening web application defenses outweigh the
residual risks, which we mitigated through responsible and staged
disclosure.

Open Science

In accordancewith the ACMCCS 2026Open Science Policy, we have
publicly released the source code of Theseus at https://github.com
/Theseus-c/Theseus to facilitate future research and reproducibility.
The repository also hosts the supplementary appendix referenced
in this paper.
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