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ABSTRACT

Analyzing programs with loops is a challenging task, suffering from
potential issues such as the indeterminate number of iterations and
exponential growth of control flow complexity. Loop summariza-
tion based on static symbolic analysis receives increasing focus
in the field of loop program analysis. However, current loop sum-
marization methods are only suitable for single-branch loops or
multi-branch loops with simple cycles and fail to handle complex
multi-branch nested loops with intricate non-functional variables
and irregular jumps between multiple branches.

In this paper, we propose a novel loop summarization approach
based on symbolic analysis to address the complex loops mentioned
above and develop a tool named LoopSCC. For a non-nested loop,
LoorSCC constructs an SPath Graph, where each node represents
a path from entry to exit of the control flow graph of the loop
and contracts it to an acyclic graph by collapsing each strongly
connected component (SCC) into a single node. The summarization
of a loop is the disjunction of the summaries of each path in the
acyclic graph. For non-functional variables and irregular jumps,
we iteratively model a valid value and refine the conditions until
reaching the minimum. We introduce the oscillation interval, within
which SPaths in the SCC can jump between one another. Outside
this interval, no such jumps occur. This allows us to transform loop
iteration transitions into a piecewise function, then summarize the
interest variables according to the piecewise function. For nested
loops, we construct summaries using the approaches above and
apply them sequentially from the innermost loop to the outermost.

Comparing state-of-the-art loop summarization tools, LoorSCC
can handle more types of loops with 100% precision. We integrated
LoorSCC with the symbolic execution tool, ANGR, to enhance its
efficiency, which enabled the detection of 18 previously unknown
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vulnerabilities across 11 IoT projects, 7 of which were assigned
CVEs. The LoorSCC is publicly available at https://github.com/
hahaleyile/LoopSCC.
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1 INTRODUCTION

Static program analysis enables vulnerability detection by simulat-
ing runtime properties without code execution [24]. However, this
approach faces significant challenges when analyzing complex pro-
gram structures, particularly loops [17, 63]. For instance, techniques
such as symbolic execution and model checking suffer from path
explosion, leading to computational inefficiency and incomplete
analysis results [6, 23].

Figure 1a presents the simplified code related to CVE-2023-35178,
an out-of-bounds write vulnerability (CWE-787), which has consis-
tently ranked among the top 2 in the CWE list for 5 consecutive
years [25]. In the loop (lines 1-10), there is an out-of-bounds write
bug (line 6) where b+c will exceed the length of the array a. If
we use a symbolic execution tool, such as ANGR [63], to detect
this vulnerability, the worst case will result in 21 paths, due to
the loop containing two branches and the loop executing a max-
imum of 198 times (n = 198). To address this challenge, many
works [11, 12, 19, 36, 53] adopt the solution of iteration limit, which
limits the number of loop iterations, simulating the loop as a few
finite paths and executing it sequentially. However, the semantics of
a loop exceeding the limited iterations will be lost causing unsound
results. In addition, there are still 2° paths even though limiting the
iterations to 5, a small enough limit. Fortunately, this loop can be
summarized into a non-loop form as shown in Figure 1b, where
symbolic execution would only generate two paths and handle the
loop precisely.

guochenkai@nankai.edu.cn
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1 do{ 1 if (b > 0x20){
2 if (b > 0x20) { 2 b = (n-1) % (0x20+2);
3 c = c + 0x20; 3 c =[1+ (n-1) / (0x20+2)] * Ox20 + cq;
4 b =0; 4 alcp+ox20] = ...; ... ; alb+cl=...;
5 } else { 5 3} else {
6 alb +cl=...; 6 b = (bp+n) % (0x20+2);
7 b=b+1; 7 c = (bptn) / (0x20+2) * 0x20 + co;
8 } 8 albptcol = ...; ... ;alb+cl=...;
9 n-=1; 9
10 } while (n > 0); 10 assert(b + c < size(a));
(a) Original code (b) After summarizing

Figure 1: The code snippet of an out-of-bounds write (CWE-
787) vulnerability (CVE-2023-35178).

Building on the above finding, Saxena et al. [58] introduced
loop summarization, a technique that efficiently captures the input-
output relationships of loops through symbolic constraints without
requiring execution. Loop summarization techniques can be broadly
categorized into two approaches based on their handling of loop
behavior approximation:@ Abstract interpretation employs carefully
designed abstract domains to represent a superset of the loop’s
actual semantics, ensuring comprehensive coverage of all reachable
states in the original loop [32].® Symbolic analysis [41] derives
precise loop semantics by extracting operational constraints on loop
variables and expressing them as mathematical formulas. These
constraints are then solved to generate closed-form expressions for
variables of interest [64].

While abstract interpretation provides comprehensive state cov-
erage, its over-approximation leads to potential false positives—a
limitation shared with iteration-bound approaches. Symbolic analy-
sis, in contrast, generates precise loop models through mathematical
formulas. However, as established by Rice’s theorem [57] and the
halting problem [27], computing concrete semantics is fundamen-
tally undecidable, limiting current research to specific decidable
loop structures.

Early symbolic analysis approaches [35, 58] primarily addressed
single-branch loops—the simplest loop structures without condi-
tional branching. However, multi-branch loops, characterized by
complex inter-branch transitions, present significant challenges in
capturing the intricate interleaving effects among branches.

To address these challenges, several formal methods-based ap-
proaches [13, 64, 65] have emerged. These methods introduce spe-
cialized constructs, such as path dependency automaton (PDA),
to model execution dependencies between paths and transform
regular loop patterns into parameterized periodic iterations. By
analyzing parameter expressions (e.g., iteration counters), these ap-
proaches can interpret periodic executions and generate semantic
summaries for multi-branch loops.

However, significant limitations remain in handling:

e Non-functional variables: The variables related to loop itera-
tion cannot be explicitly expressed, and the interest variables are
not solvable in closed form automatically.

o Irregular jump: Cases between multiple branches where the sub-
sequent branch selection cannot be statically determined upon
the completion of the current branch execution.

o Nested loops: A crucial limitation given that nested structures
constitute 48% of loops in real-world applications [64].

Zhu et al.

In this work, instead of the traditional parameterized periodic
summarization, we propose a novel loop summarization approach
to handle nested multi-branch loops that contain non-functional
variables and irregular jumps. Firstly, we construct single-iteration
paths (SPaths), defined in Definition 1, which are the paths from
entry to exit of the control flow graph (CFG) of a loop. Then, based
on SPaths, we construct a SPath Graph (Definition 4) to describe
SPath jumps between different loop iterations. By simplifying the
nodes in the SPath graph at the granularity of strongly connected
components (SCC), we can derive a directed acyclic graph, referred
to as contracted SPath graph (CSG for short), to avoid infinite paths.
Finally, we collect and calculate the conditions and induce feasible
expressions of interest variables, particularly those that are critical
in triggering potential security vulnerabilities according to CSG.
To address non-functional variables and irregular jumps, one key
point is to determine the number of iterations. To solve it, we model
a valid value and iteratively refine the conditions until reaching
the minimum. Subsequently, we introduce oscillation interval to
transform loop iteration transitions into a piecewise function. This
enables us to summarize the interest variables based on the piece-
wise function. For nested loops, we generate summaries using the
approaches described above and apply them sequentially from the
innermost loop to the outermost.

To validate our approach, we implemented a novel loop summa-
rization tool, named LoorSCC, using Python with integration of
the Z3 SMT solver [28] and SYyMPY symbolic mathematics library
[49]. We evaluated the effectiveness of LoorSCC from different
perspectives through extensive experiments. Firstly, we evaluated
the summarization precision of LoorSCC compared to state-of-
the-art baselines on public datasets, where LooPSCC can handle
more types of loops with 100% precision. Secondly, we performed
program verification using the benchmark SV-COMP2024 [9]. The
results indicate that LoorSCC correctly verifies 86.0% of the loop
programs, outperforming the best-competing tool VERIABSL [26]
by 8.8%. Thirdly, LoorSCC was integrated into ANGR, a represen-
tative symbolic execution tool to evaluate its support for program
analysis. The results show that LoorSCC significantly enhances
the efficiency of ANGR. Finally, we ran LooPSCC, integrated with
ANGR, on 11 IoT projects, resulting in the detection of 18 previously
unknown vulnerabilities, 7 among which were assigned CVEs.

In summary, this work makes the following contributions:

e We proposed a novel loop summarization approach that effec-
tively handles complex multi-branch nested loops with non-
functional variables and irregular jumps.

e We implemented our approach as LoorSCC. Extensive experi-
ments on public datasets and real-world programs demonstrated
LooprSCC’s superior performance, achieving 100% precision across
diverse loop types and outperforming state-of-the-art methods.

o We extended LoorPSCC for assertion verification, achieving an
8.8% improvement in loop validation compared to the best base-
line across benchmark datasets.

e We enhanced ANGR with LoorSCC, pioneering vulnerability de-
tection through loop summarization in symbolic execution. This
integration discovered 18 previously unknown vulnerabilities,
including 7 CVEs.

The rest of the paper is organized as follows. Section 2 motivates
our approach. Section 3 illustrates the framework of LoopSCC.
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We evaluate the effectiveness and efficiency of our approach in
Section 4. Section 5 reviews related work and Section 6 concludes
this paper.

2 MOTIVATION

Figure 2 lists four typical loops that motivate our work. Fig-
ure 2a presents the simplest multi-branch loop which contains
three branches (A, B, and C). The branch conditions of all three
branches are determined by the variable x which exactly increases
by one in each branch. Since there are no cyclic jumps among
the three branches, such loops are essentially similar to single-
branch loops and can be accurately summarized using traditional
methods such as LESE [58], APLS [35], APC [60], PROTEUS [64]
and WSUMMARIZER [13]. Here, let the initial states of variables x
and i be xp and ip. The summarization of branches A, B and C are
x=x0+Ni Ai=ipy+3*xN;,x =x0+Ny Ai =ip+5= Ny, and
x = x9+N3 Ai = ig+7x N3 where N1, Ny, and N3 are the number of
iterations of the three branches respectively. However, in Figure 2b,
branches A and B form a simple cyclic jump, which cannot be han-
dled by traditional single-branch methods [35, 58]. Let the initial
variable x( be greater than 8. The number of iterations Nj for branch
A must satisfy the conditions (xo — (N7 — 1) > 8) A (xp — N7 < 8),
such that the value is xy — 7, and the states of x and i become 7
and ip + 3 = (xo — 7) respectively after xo — 7 iterations of branch A.
Subsequently, branch B is executed once, after which the states of
x and i change to 8 and ip + 3xo — 20 and then branch A is executed
in the next iteration. In the example, the number of iterations for
A & B cycle can be represented as a parameterized expression
of the initial variables x¢ and iy. Existing efforts (PROTEUs [64]
and WSUMMARIZER [13]) can handle such simple cyclic loops by
transforming them into a single-branch loop for summarization.

However, such parameterized expression transformation does
not always work in the loop summarization. For instance, in Fig-
ure 2c, there exist two situations where existing efforts fail to handle.
@ For single branch C, the number of iterations N3 must satisfy
the conditions ((xp +3N3)3 > xo +3N3) A ((xo +3(N3 — 1))3 <
x0 + 3(N3 — 1)). However, we cannot get an explicit range for N3
since it is an implicit expression. Therefore, such loops are hard to
be summarized by previous works. @ Supposing the initial variable
Xo is equal to or greater than 8, the iteration number of branch
Ais |_x°5_3j, such that the states of x become xy — 5 = |_x°5_3J, de-
noted as x1. Subsequently, the iteration number of branch B is
|_9_2x1 |, such that the states of x become x; + 2 * L%%J. For the
A & Bcycle, we can get a parameterized expression of variable

x0—3

— 9— S| =—
X, X0 — 5 = |_x°5 3] +2 % L%J which is hard to solve

via state-of-the-art recurrence relation solvers: RSOLVE [56] and
PURRS [5]. If we simply modify “x += 2” to “x *= 2” in branch B,

7

the constraints of iteration numbers Ny, Llog;" | + 1, will become
more complex. So that the closed form of variable x will become
impossible to solve.

In our approach, based on the control flow graph of the loop
in Figure 2c shown in Figure 3a, we can derive the SPath of the
loop. As illustrated in Figure 3b, SPath4 corresponds to the path
0-1-2-3, with its condition and operation being x > 8 and x =
x —5Ai=1i+3.So we can easily get the SPathy summary as

ICSE °26, April 12-18, 2026, Rio de Janeiro, Brazil

x =x—5%N; Al =ip+ 3 * Ni, by calculating the closed-form
of operation expressions. Since there exist satisfiable values that
allow SPathp to be executed immediately after SPath 4 completes, a
jump relationship from SPath 4 to SPathp exists. By treating SPath
as nodes and SPath jump relationships as edges, we construct a
directed graph, referred to as the SPath Graph, as shown in Figure 3c.
In this graph, a path from the start node to the end node represents a
possible execution sequence of the loop, meaning the loop execution
process can be viewed as a SPath sequence. Due to that the SPath
graph may contain infinite paths, we contract the graph based
on strongly connected components (SCCs), transforming it into a
directed acyclic graph, as depicted in Figure 3d. The summary of
the loop is the combination of all the SCCs” summaries.

The summarization of SCCc is x = xg + 3 % N3 A i =iy +7 = N3.
As we state before, the number of iterations N3 cannot get an
explicit range. To address this, we propose to model a valid value
and iteratively refine the conditions until reaching the minimum.
Initially, we model a satisfiable value N3 for (xo + 3N3)3 >= (xg +
3N3) using Z3. Our objective is to determine the minimum number
of iterations, N3, that causes x to fail the condition and exit the SCC
iteration loop. Therefore, each time we compute a satisfiable value
n for N3, we add the constraint N3 < n and continue solving until
the solver returns UNSAT. This process ensures that we identify
the precise value of N3 that triggers the exit condition.

In SCC 4, there exists an oscillation interval (Definition 6) [ 3, 10),
any value of the condition variable, x, within an interval remains
within the interval after one iteration. The summary of SCC 4 is the
disjunction of summaries outside and inside the oscillation interval.
For values outside the oscillation interval, specifically in [0, 3) and
[10, +00), the summaries are x = xo + 2N; and x = x9 — 5N, where
X0 + 2N; >= 3 and x¢p — 5Nz < 10 respectively. For values within
the oscillation interval, there are two summarization approaches:
® Compute a closed-form expression of the piecewise iterative

x—=5 8<x<10 .
. For example, using PURRS,
x+2 3<x<8

the closed-form expression can be derived as x, = (xo+2%n)%7+3.
However, such a closed-form expression may not always exist. &
When the oscillation interval is finite, enumerate all possible values
within the interval to determine their iteration behavior. As Figure 4
shows, within the oscillation interval [3, 10), the value of the condi-
tion variable x returns to 3 after 7 iterations if its initial value was 3.
And the operation sequence is (+2, +2, +2, —5, +2, +2, —5). Therefore,
when the initial value of x is 3 and the number of iterations is n,
the operation sequence will be executed | 2 | times. The remaining
n%7 times operations can be determined easily.

Additionally, multiple branches within the loop may evolve in
irregular jumps, an branch may jump to multiple other branches
depending on the condition variable. As Figure 2d shows, when
branch A completes its iterations, it is hard to determine the desti-
nation branch (B or C) for jumping. Therefore, previous works fail
to summarize such loops with irregular jumps due to the iteration
numbers are difficult to determine. Our approach mentioned above
can also handle such irregular jumps. Consider Figure 2d as an
example, the oscillation interval of SCC4pc is [-29,11). We can
summarize the oscillation interval using the same method.

function f(x) =
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1 while i < ...: 1 while i < ...:
2 # Branch A 2 # Branch A
3 if x >= 8: 3 if x >= 8:
4 X +=1 4 x -=1
5 i+=3 5 i+=3
6 # Branch B 6 # Branch B
7 elif 0 <= x < 8: 7 elif 0 <= x < 8:
8 X +=1 8 x +=1
9 i+=5 9 i+=5
10 # Branch C 10 # Branch C
11 else: 11 else:
12 x +=1 12 x +=1
13 i+=7 13 i+=7
(a) Acyclic jump (b) Simple cyclic jump

Zhu et al.

1 while i < ...: 1 while i < ...:

2 # Branch A 2 # Branch A

3 if x >= 8: 3 if x >= 8:

4 x -=5 4 x -= 37

5 i+=3 5 i+=3

6 # Branch B 6 # Branch B

7 elif @ <= x < 8: 7 elif 0 <= x < 8:
8 X += 2 8 X += 2

9 i+=5 9 i+=5

10 # Branch C 10 # Branch C

11 elif x3 < x: 11 else:

12 X += 3 12 x += 11

13 i+=7 13 i+4=7

(c) Non-functional variables (d) Irregular jump

Figure 2: Motivating Examples. The differences between figures (b), (c), (d), and (a) have been highlighted in light green.

SPathy SPathg SPathc
0 0 0
{ { {
1 1 1
{ { {
2 3 4
{ 0 0
5 5 5
(a) CFG (b) Spaths

(d) Contracted SPath Graph

(c) SPath Graph

Figure 3: Our approach for the example in Figure 2c. To save space, the conditions on the edges and the operations in the nodes

of SPaths are omitted.

The value of condition variable x
w £ w (=)} ~ (o] el

01 2 3 4 5 6 7
Number of Iterations
Figure 4: For the example in Figure 2c, the variation of x
within the oscillation interval [3, 10) with the number of it-
erations. The dotted line arrows indicate iteration on SPathg,
while the solid line arrows represent iteration on SPath,4.

3 METHODOLOGY

This section formally illustrates our efforts in summarizing com-
plex multi-branch nested loops. Figure 5 presents the workflow of
LooprSCC. Since the nested loops are prone to complicating the
construction of transitions between different iterations, LoorSCC
adopts the inside-out approach (details in Section 3.2.3) which al-
ways summarizes the innermost loop, applies the summarization
and unrolls the innermost loop, and then handles the outer loop
iteratively (stage @). In stage @, for the non-nested loop, LoorSCC
extracts SPaths which represent the paths from entry to exit of
the control flow graph of the loop. Subsequently, LoorSCC con-
structs the SPath graph, where each node corresponds to a SPath,

Stage 2 Stage 3

Loop Program |
ooON |
ocool |
00 Of*-
000

Stage 1

Figure 5: The Workflow of LoopSCC

and contracts it according to SCC (details in Section 3.1). There-
after, the SCCs are comprehensively computed to generate the final
loop summarization (stage @), which can be divided into three
parts according to the order of SCCs: 1) For 0-order SCCs, the
loop summarization can be directly determined and obtained by
corresponding SPath operations. 2) For 1-order SCCs, the loop sum-
marization requires solving the closed forms of branch condition
variables which may be non-functional. 3) For high-order SCCs,
we introduce the oscillation interval and iterate over each discrete
value in the interval to determine the number of executions for
each SPath.
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3.1 SPath Graph

DEFINITION 1. Single-iteration Path (SPath). SPathsp = {n; N\
ny 2% ni} is a path from the entry to the exit of the con-

trol flow graph (CFG) of a loop where a node n;j € N represents a

basic block of the CFG and n; BN ni+1 € E is an edge with the jump
condition c;.

We utilize SPath to denote a path from the entry point to the
exit point of a loop’s control flow graph. In each basic block, we
maintain only the variables in the loop and branch conditions and
those relevant to the properties to be verified. It should be noted
that a loop containing multiple entries or exits (e.g., impacted by
break or goto statement) can be transformed to the canonical
form containing the unique entry and exit according to Bohm-
Jacopini theorems [16, 42]. To achieve this, we have implemented a
generalized transformation module that adopts traditional program
normalization algorithms [3, 4].

DEFINITION 2. SPath Operation and Conditions. Given a SPath
sp, the sp.Op is a map of the interest variables and their values at the
current node in the SPath. The sp.Pre and sp.Post maintain the maps
before and after the execution of the SPath. The sp.Cond contains all
condition expressions after the execution of the SPath.

Algorithm 1 provides a method for calculating the loop condi-
tions and operations of the SPath through a forward traversal. We
iterate each statement s in the nodes of the SPath sequentially and
solve the symbolic expression of the left variable (s.lvalue) of s
(lines 2-3, 7-8). The function Substitute is used to substitute vari-
ables in the expression (the first parameter) with corresponding
values in the map (the second parameter). We iterate each condi-
tion expression in the edges of the SPath and construct all valid
conditions along the path (lines 5-6). After handling all nodes and
edges, we put the current maps of sp.Op into sp.Post. It is easy to
generate a summary for a SPath, sp, based on its associated sp.Post.

DEFINITION 3. SPath Jump. Given two SPaths sp1 and spa, if the
result conditions in spa.Cond hold when each variable v in spy.Cond
is replaced with spy.Post[v] , there is a jump between spy and spa,
denoted as J (sp1, spz)-

A jump from path sp; to spy signifies that sp, may be executed
immediately after sp; completes. To determine if such a jump exists,
we can formulate it as a satisfiability problem. Specifically, the
existence of a jump implies that the following two constraints are
met. @The initial states (sp;.Pre) must satisfy the conditions of sp;
(sp1.Cond). @Then, after applying the operations of sp; (sp1.0p)
to transform the states, the resulting states (sp;.Post) must satisfy
the conditions of spy (sp2.Cond). We then use an SMT solver like
Z3 to determine if these constraints are satisfiable. If a satisfying
model is found, the jump relationship is established.

DEFINITION 4. SPath Graph. A SPath graph SGj for a loop 1 is a
quadruple, (sps, spe, SP, J), where sps and sp, are two empty SPaths
representing the start node and end node; SP is the set of SPaths in
the l; J denotes the set of SPath jumps in the l.

In the SPath graph, the SPaths and jumps in the loop are ab-
stracted as nodes and edges, respectively. Then, the execution of
the loop can be abstracted as the sequence of SPaths from the sps

ICSE °26, April 12-18, 2026, Rio de Janeiro, Brazil

Algorithm 1: SPath Operation and Conditions.

Input :sp=(N,E)
Output:sp.Cond, sp.Post
1 sp.Op < sp.Pre;
2 foreach statement s € ny do
3 L sp.Op|s.lvalue] = Substitute(s.roalue, sp.Op);

4 foreach n; 4 ni+1 € Edo
5 foreach expresion e € ¢; do
6 L sp.Cond.insert(Substitute(s, sp.Op))

7 foreach statement s € nj;1 do
8 L sp.Op|s.lvalue] = Substitute(s.rvalue, sp.Op);

9 sp.Post « sp.Op;

to spe, i.e., sps, SP1, SP2, ..., SPe. However, due to the potential pres-
ence of cycles in the SPath graph, it is difficult to summarize the
infinite execution sequence. To alleviate it, LoorSCC transforms
the original SPath graph into a directed acyclic graph, named Con-
tracted SPath graph (CSG), based on the SCC-based contraction
according to the definition of SCC in Definition 5.

DEFINITION 5. Strongly Connected Component (SCC) in SPath
Graph. In a SPath graph SG; = (sps, spe, SP, J ), SCCscc = (n*°¢, e5¢¢)
where n®¢¢ € SP and e*“ € J is a cycle, and there is not any addi-

tional node can be added to maintain the cycle, where n*“ and e*“¢
are the set of nodes and edges of scc, respectively.
According to the number of n*“ and e, we can classify SCC

into three types: 1) 0-order SCC contains a single node without
any edge (|n*%“|=1, |e¢¢|=0), 2) 1-order SCC is called the self-loop
(In®¢€|=1, |e*¢“|=1), and 3) high-order SCC contains more than one
node (|n*¢¢|>1).

To construct the CSG, we generate the entire control flow graph
(CFG) for the target program by existing construction algorithm
[2]. Using the reverse post-order depth-first search algorithm [62],
we identified all dominator nodes in the CFG, which allowed us
to generate all SPaths of the CFG through dominator connections.
Meanwhile, the jump satisfiability between SPaths can be deter-
mined by the SMT solver Z3. Subsequently, the SPath graph can
be constructed for the generated SPaths and jump relations. After
that, all the SCCs within the SPath graph are explored with Tarjan’s
algorithm [61]. Then we construct CSG based on the SPath graph
by collapsing the SCC into a single node.

Example. Let us apply our approach to construct CSG on the
example in Figure 2c. Based on the control flow graph (in Figure 3a),
we can get three SPaths SPath 4, SPathp, and SPathc (Figure 3b).
For SPath, the condition SPaths.condisi < --- A x > 8, and the
initial values are SPath4.Pre[x] = xo and SPath4.Pre[i] = ig. The
final values are SPath4.Post[x] = xo—5 and SPath4.Post[i] = ip+3.
For SPathg, the constraints are SPathg.cond =i < --- A0 < x <
8, SPathp.Pre[x] = x¢, SPathg.Pre[i] = ig, SPathg.Post[x] =
xo + 2, SPathg.Post[i] = iy + 5. For SPathc, the constraints are
SPathc.cond = i < ---Ax® < x,SPathc.Pre[x] = xq, SPathc.Pre[i] =
ig, SPathc.Post[x] = xo + 3, SPathc.Post[i] = ip+7. When x > 13,
after SPathy is executed, it jumps back to SPaths. When 8 < x <
12, SPath 4 is executed and jumps to SPathg. Therefore, there are
edges SPathy — SPathy and SPathy — SPathp. Similarly, there
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are edges SPathg — SPathg when 6 < x < 8 and SPathgp —
SPaths when 0 < x < 6. In addition, there are also SPathc —
SPath¢ and SPathc — SPathg. Figure 3c shows the SPath graph.
After collapsing the SCC SPathy <> SPathpg, we can get the con-
tracted SPath graph (Figure 3d).

3.2 Loop Summarization

To construct the summarization of a loop, we can collect and con-
catenate the summarization of the nodes in CSG. For 0-order SCC
nodes, we can simply summarize them using the conditions and
operations of corresponding SPaths (sp.Cond and sp.Post). There-
fore, the challenge becomes how to summarize the 1-order and

high-order SCC nodes.

3.2.1 Summarization for 1-order SCC.

The 1-order SCC can be treated as n iterations of a SPath sp. The
problem then transforms into how to compute the spy,.Post given
the sp;j.Pre, where sp; denotes the SPath of the i-th iteration. For
single iteration, sp;.Post can be derived according to sp;.Op given
spi.Pre. Due to the SPath in 1-order SCC always jumping to itself,
the input states of the i + 1 iteration (sp;+1.Pre) are the same as the
output states of the i iteration (sp;.Post). Furthermore, the number
of iterations, represented by the variable n, is constrained by the
conditions of the SPath (sp.Cond). It can be observed that in i-th it-
eration (i < n), the sp;.Pre satisfies the sp;.Cond but sp,.Post does
not satisfy the sp,.Cond. LoorSCC translates such existential quan-
tification statements into constraints and feeds them into an SMT
solver to compute the satisfiable values of n. However, there may be
many satisfiable values for n that satisfy constraints, whereas only
the smallest positive integer is the correct number of iterations.
This “smallest value” relationship cannot be directly expressed as a
simple constraint. Previous methods attempted to circumvent this
issue by deriving an explicit expression for the iteration number.
However, this is not always feasible, as the conditions of n may be
constrained by some complex non-linear functions that are difficult
to solve. Therefore, we design an improved dynamic programming
algorithm to find such value as shown in the Algorithm 2.

In lines 1-2 of Algorithm 2, we first model a valid value of n
according to its constraints using the SMT solver (here, we use Z3).
Once a satisfiable value n,; is found, an extra constraint n < n,y;
is added to explore a smaller n,,;. The process continues until no
smaller n,,; can be found, where the actual number of iterations
in 1-order SCC is determined (lines 3-8). In our experience, this
approach quickly finds the optimal solution (only 3.3 attempts on av-
erage), benefiting from Z3 ’s efficient polynomial integer arithmetic
solving. It should be noted that we accelerate the entire solving pro-
cess by leveraging the incremental constraint solving approach [45],
which avoiding redundant computations by reusing intermediate
assertion stack frames created during previous satisfiability checks.

Comparing with previous works. Advanced loop summariza-
tion efforts [13, 64] proposed to extract the explicit symbolic repre-
sentation for the number of iterations n, i.e., compute the n from
spn.Cond. However, practical conditions often contain implicit ex-
pressions that can not be directly computed, making existing efforts
invalid. For instance, for a simple loop, while x*7 < x*3 + 2: x = x + 2,
whose sp.Op and sp.Cond are x = x+2and x7 < x3+2, respectively,
the final condition can be referred as (xg+2#n)” < (xg+2%n)>+2.
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Algorithm 2: Determination of the Number of Iterations

Input :sp.Cond, solver

Output:the number of iterations in 1-order SCC
solver « {n > 0,spy—1.Cond, =sp,.Cond)};

Nyal < solver.model();

while True do

-

)

3

4 solver «— n < ny,p;

5 if solver.solve() is UNSAT then
6 ‘ break ;

7 else

8 L Nyal < solver.model();

This is a typical implicit expression, from which an explicit expres-
sion regarding n cannot be extracted. On the contrary, LoorSCC
employs an existential quantification strategy to identify an appro-
priate n that satisfies the sp,.Cond.

3.2.2  Summarization for High-order SCC.

The key to summarizing a high-order SCC lies in identifying the
conditions under which multiple SPaths jump to each other. In
other words, given a variable x in SPath conditions of the SCC, we
need to determine the minimal value range of x within which the
SPaths in the SCC can jump to one another, outside this range, no
such jumps occur. We refer to such a range as oscillation interval
(Definition 6). In this way, the summarization of the high-order
SCC problem will be divided into two parts: the summary within
the interval and the summary outside the interval.

DEFINITION 6. Oscillation Interval. For a SCC, scc, the oscilla-
tion interval I = Ule [ai, bi] is a minimal interval set, that satisfies
the following constraints. Given a condition variable (variable in SPath
conditions) x, for allv € 1, if v satisfies sp;.Cond where sp; € scc,
then after applying v to sp;.Post[x] to obtain the valuev’, v’ is still
in I. Meantime, for each sp; € scc, there exists v’ € 1 that satisfies
spi.Cond.

According to the definition of the oscillation interval, the oscil-
lation interval is fundamentally a closed interval. This means that
any condition variable value within this interval is guaranteed to
remain within the interval after executing any SPath operation of
the SCC, whether it is a self-iteration or a jump to another SPath.
Outside the oscillation interval, a SPath will continuously iterating
itself, until jump inside the oscillation interval or jump to the next
SCC node in CSG. These cases can be viewed as a summarization of
0-order and 1-order SCCs. Therefore, we can focus on the oscillation
interval to summarize high-order SCCs.

The oscillation interval can be computed by following these
steps. @Initialization: determining the domain of an SPath, which
is the value ranges of the condition variable for which the SPath’s
conditions (sp;.Cond) are satisfied. These ranges can be computed
from the SPath conditions using a symbolic math library like Sympy.
For instance, if an SPath’s condition is x«x < 1, then its domain can
be calculated as the interval (-1, 1). Applying this domain to the
operations in the SPath, we can compute the resulting interval.
The intersection between the resulting interval and the domains of
other SPaths belongs to the oscillation interval. This implies that
after any transition between different SPaths, the condition variable
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Algorithm 3: Identification of oscillation Interval

Input :sp;: each node of the target SCC scc;
x: the condition variable;
[ai, b;]: domain of x for sp; in scc;
Output:I: oscillation interval;
1 foreach sp; € scc do
2 [a}, b]] = calculate(sp;, [ai, bi], x);

3 foreach sp; € scc;i # j do

4 [s.t] = [a}, b]] N [aj,b;];

5 if [s,t] # 0 then

6 L TU [s,t];

7 while I is changed do

8 foreach sp; € scc do

9 foreach [m,n] € I do

10 [m’,n’] = calculate(sp;, [m, n], x);
1 if [m’,n’] # 0 then

12 L]IU[m’,n'];

13 Function calculate(sp, [a,b], x):
14 [a@’,b"] = apply [a, b] to sp.Post[x];

15 | return [@,b'];

value is inevitably contained within this interval. ®Iteration: We
iteratively treat the newly added interval as the domain of each
SPath, and check whether it allows entry into the SPath and, after
applying this domain to its operations, enables transitions to other
SPaths. New intervals are continuously computed until a fixed point
is reached. This ensures that any value within the interval remains
within the interval after passing through any SPaths in the SCC.

Algorithm 3 demonstrates an algorithmic implementation of
the above recursive definition. Each SPath can be regarded as a
function of the condition variable x. In lines 13-15 of Algorithm 3,
the function calculate is used to determine the range of a SPath
for a given domain [a, b]. If the range of sp; and the domain of sp;
intersect at the interval [s, t], sp; can transition to sp; when [s, t] is
non-empty. We iterate each SPath to calculate the transition interval
and merge them (lines 1-6). By using the interval obtained above
as the domain, we apply this domain to each SPath to compute its
range. The function calculate will return empty if the interval is
outside the processing of a SPath. We then merge the domains and
ranges and then repeat this process until we obtain a fixed closure
interval, which is the oscillation interval (lines 7-12).

Given an oscillation interval, the condition variable, x, always
changes within this interval as the SCC iterates, and the change se-
quence will be periodic which is called Execution Periodicity in Oscil-
lation Interval (Definition 7). The SPath to be executed for each value
of x is determined within this periodic interval. In other words, the
operation sequence of an interest variable, x, is determined within
this periodic interval, denoted as (sp;.Post[x],sp;j.Post[x],...).
Suppose that the number of iterations of a loop is N and the length
of the periodic interval is M. The operation sequence above will be
executed L%J times. The remaining N%M operations after L%J XM
iterations can be determined easily. The final summarization is a
piecewise function depending on the initial condition variable.

ICSE °26, April 12-18, 2026, Rio de Janeiro, Brazil

DEFINITION 7. Execution Periodicity in Oscillation Interval.
In a high-order SCC, its oscillation interval is [m,n] for condition
variable x. Let the initial value of x be x¢. After multiple iterations,
we can obtain a sequence of x values, [xo, x1, ..., Xk, X0, ...| . Since the
values of x always change within the oscillation interval (Definition 6),
xo always appears periodically. The sequence [xo, X1, ..., x| is called
execution periodicity in oscillation interval according to condition
variable x.

Note that LoorSCC can only handle finite oscillation intervals, as
discussed in Section 3.3. According to Definition 6, if variable state
is within an oscillation interval, then after any number of iterations,
it will remain within that interval. Since the interval is finite, two
identical variable states will eventually arise for condition variable
according to the pigeonhole principle [38]. The program’s execution
behavior depends solely on the current code location and variable
state. Therefore, subsequent SPath executions will be periodic.

Let us apply our approach to identify the oscillation interval and
generate the summary of the example in Figure 2d. The domains of
condition variable x for SPatha, SPathg, and SPathc are [8,+0),
[0,8), and (—oo, 0) respectively. The ranges over the aforementioned
domains are [—29, +c0), [2,10), and [—oo, 11) respectively. After ex-
ecuting lines 1-6 in Algorithm 3, the I becomes [—-29, 11). Then we
apply lines 7-12 in Algorithm 3 until reaching a fixed point, obtain-
ing the final oscillation interval, [-29, 11). We iteratively traverse
each value within the oscillation interval. For instance, starting
with x = —29, we obtain the sequence of values of x through each
iteration: -29,-18,-7,4,6,8,-29. When two identical numbers appear
in the iteration sequence, it indicates that an execution periodic-
ity has been identified. In the execution periodicity, SPaths C, C,
C, B, B, A, are executed in sequence. Subsequently, we determine
the periodic value sequences for all values. We record the periodic
value sequences corresponding to each value and its offset within
the sequence using an array Attr. For example, Attr[“-297][0] =
[-29,-18,-7,4,6,8] represents the periodic value sequence for -29, and
Attr[“-29”][1] denotes the position of -29 within that sequence.
Based on this, the summary of the variable x can be expressed as

Arr = Attr['x{][0]
follows: summary = § of fset = Attr[’x;][1]
x = Arr[(N + of fset) mod size(Arr)]

3.2.3 Summarization for Nested Loop.
To address nested loops, We adopt an inside-out approach. This
method first generates and applies summarizations of the innermost
loop, then transforms it into a linear program and reintegrates it into
the original nested loop program iteratively, thereby eliminating
the nesting. A typical loop summarization (details in Section 3.2.1
and Section 3.2.2) contains two parts: 1) Value range of involved
variables; 2) Mappings between pre-variables and post-variables,
which are transformed by LoopSCC separately. For the variable
values in the summarization, LoorSCC transforms them into con-
ditions for different branches based on the condition states. For
variable mapping relationships, LoorSCC converts them into as-
signment statements within corresponding branches according to
the operation types.

For instance, if the innermost loop of a target nested loop is
summarized as “(xp >= 100 Ax = x¢) V (xo < 100 AN = (100+1—
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X0)/2Ax = x9+2%N)”, LoopSCC can transform it into an equivalent
non-nested linear program in two steps. @ For (xp >= 100Ax = xp),
the condition (x¢ >= 100) is transformed to condition sentence if(x
>= 100, and the assignment x = xo is transformed to operation x = x
for the first branch. @ For (xg < 100 AN = (100+ 1 —x¢)/2 A x =
X0 + 2 = N), it can be transformed into statements n = (16 + 1 - x) /
2; x = x + 2 = N; with condition if(x < 100) for another branch.

3.3 Limitations

In prior work, PROTEUS [64, 65] categorized loops into four types
based on two criteria: the presence of non-induction variables and
the patterns of path interleaving. While PROTEUS is capable of han-
dling Type 1 loops, LoorSCC makes a significant advancement
by handling irregular jumps, thereby extending loop summarizing
capability to Type 2 loops as well. Handling Type 3 and 4 loops,
which involve non-induction variables, remains a challenging math-
ematical problem that we also do not address (as will be detailed in
the second point below). Even within these tractable classes (Type
1 and 2), however, there are still some certain boundary cases hard
to handle:

First, our method is currently restricted to loops only involving
numerical operations. For loops with memory-related operations
(e.g., array operations with variable indices or pointer operation),
LooprSCC is not applicable. This is a common limitation shared
by previous symbolic analysis approaches [13, 64, 65]. Memory
operations can be addressed by combining abstract interpretation
techniques with sacrificing some precision. Combining symbolic
analysis and abstract interpretation is a topic worthy of separate
investigation.

Second, for loops with numerical operations, our approach re-
quires that closed-form expressions can be derived for all SPath
operations (sp.Op) in the CSG. This is a fundamental prerequisite
for summarizing both 1-order SCCs (Section 3.2.1) and high-order
SCCs (Section 3.2.2). Previous loop summarization techniques have
similar requirements [13, 60, 64, 65], analogous to the conception
of induction variables.

Subsequently, among the remaining loop types, our method
failed if the loop is both input-dependent [35] (some type of infi-
nite loops) and the number of iterations cannot be derived to an
explicit expression (Figure 2c in Motivation). However, an exten-
sion of our method could still yield an unsound summary for use
in over-approximate program analysis. This potential for exten-
sion is unique to our approach and not feasible for prior meth-
ods [13, 64, 65].

Finally, LoorSCC cannot handle cases where the oscillation in-
terval is infinite, which did not occur in our experiments.

3.4 Preserving Concrete Semantic

Our approach is under-approximation, which means it may ex-
clude certain loop behaviors, as discussed in Section 3.3. And it
ensures completeness in the sense that its loop summaries contain
no spurious behaviors (zero false positives).

Proof Sketch. A CSG is composed of 0-order, 1-order, and high-
order SCCs. For 0-order SCC, the summary is derived directly from
its SPath operations and conditions, which preserve concrete se-
mantics. For 1-order SCC, the repetitive iteration of the SPath is
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Table 1: Precision results for tools on our benchmarks. The
#S represents the number of loop programs that can be suc-
cessfully executed (precision is not 0%). The #A represents
the average precision in successfully executed cases. CPA
represents CPACHECKER and WS represents WSUMMARIZER.

Loop ID CBMC | CPA | ICRA | VErRIABSL | WS | ProTEUS | LoorSCC
figl 753 | 52.3 100 52.3 | 81.6 100 100
fig4-4 100 100 100 100 | 38.2 100 100
fig4-5 55.3 100 100 100 0 100 100

ex3 74.2 100 100 100 0 100 100

ex4 72.1 100 100 49.1 0 100 100
fig2-1 69.0 100 100 73.6 | 80.4 100 100
fig2-2 64.5 | 78.0 50.3 78.0 | 94.7 100 100
nested-multiple 68.3 100 100 87.4 0 100 100
nested-single 77.0 100 100 100 0 100 100
sequential-single 95.3 100 100 100 | 100 100 100
simple-multiple 67.5 100 100 100 | 100 100 100
simple-single 74.5 100 100 100 | 100 100 100
simple-single-2 46.1 | 25.4 100 25.4 | 86.7 100 100
to7 58.1 | 47.2 100 100 0 100 100

) 82.8 | 12.1 100 100 | 100 100 100

t10 75.9 100 100 100 | 100 100 100

t11 73.1 100 100 77.9 | 100 100 100

t13 100 100 100 100 0 0 100

t15 97.9 | 95.0 100 100 0 0 100

t16 1.9 2.8 4.4 0 0 0 100

t19 83.8 100 100 100 | 100 100 100

t20 66.2 | 51.1 100 100 | 100 100 100

t27 55.5 | 51.9 51.9 51.9 0 0 0

t28 3.1 | 90.0 100 100 0 100 100

t30 449 | 27.8 0 27.8 0 0 0

t47 96.0 100 100 52.1 | 52.7 100 100
bobble 51.5 | 50.6 50.6 51.9 | 100 100 100
inchworm 49.9 | 484 48.4 50.5 | 100 100 100
leapdiff2 49.6 | 48.3 48.3 50.1 0 100 100
leapfrog 52.5 | 51.1 51.1 51.1 | 71.2 0 100
leapfrog-asymmetric 51.6 | 50.0 72.9 50 0 0 100
leapspin 51.7 | 48.5 48.5 48.5 | 100 100 100
leapthree 51.6 | 47.7 47.7 47.2 | 100 100 100
microbobble 55.9 | 52.6 52.6 53 | 100 100 100
simple-bl 55.5 | 50.6 50.6 52.4 0 0 0

#S 35 35 34 34 20 27 32

#A 64.2 | 70.9 81.7 74.4 | 90.3 100 100

reduced to a closed-form expression for the iteration count, n, again
without any loss of semantics. Since the correct value of n can be
determined either by deriving its explicit expression or by applying
Algorithm 2. For high-order SCC, we search the oscillation interval
according to Definition 6. Out-of-interval behavior is handled in
the same way as for 0-order or 1-order SCC. Inside the interval,
the sequence of SPath executions always occurs periodically. We
can precisely model the concrete semantics of the sequence SPaths
in the same way as for 1-order SCC. Therefore, we can preserve
concrete semantics for all kinds of SCC. However, LoorSCC may
exhibit false negatives (under-approximation) because it fails to
handle certain cases — such as memory-related operations, input-
dependent loops, and others - as discussed in Section 3.3.

4 EVALUATION

LoopSCC is implemented in Python 3.12.0 (1,887 LOC), equipped
with the SMT solver Z3 (4.13.0) for condition solving and Sympy
(1.21.1) for interval computation. To showcase the usefulness and
precision of LoopSCC, we have undertaken the following efforts.
We compared LoorSCC with six loop analysis tools on C4B [18]
to show that we can handle more types of loops with 100% preci-
sion. We applied LoorSCC for software verification and symbolic
execution and compared it with related tools. Finally, we use Loop-
SCC to detect vulnerabilities in real-world applications. We achieve
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the above evaluation goals by answering the following research

questions (RQs):

e RQ1: How does LoorSCC perform on loop summarization?

e RQ2: What is the effectiveness of LoorSCC in supporting practi-
cal software verification?

e RQ3: Can LoorSCC enhance the performance of symbolic execu-
tion?

o RQ4: Can LoorSCC detect vulnerabilities in real-world programs?
The experimental setup and results are discussed in the follow-

ing sections. All experiments were conducted on an Intel i9-13900

machine with 32 GB of RAM, running Fedora 40 OS.

4.1 ROQ1: Performance of LoorSCC.

4.1.1 Benchmark. We evaluated the types of loops that LoorSCC
can summarize, as well as the precision, on the C4B [18], a public
benchmark of loop programs that is commonly used in previous
related works [41, 52], and the BRANCHING-Loop developed by
ICRA [41]. The C4B collected 36 challenging and representative loop
programs from open-source software and literature. After removing
memory-related loops and those containing nested function calls,
as discussed in Section 3.3, we collected a set of 26 loop programs,
which are listed in the top 26 rows of Table 1. Out of the 39 loop
programs in BRANCHING-LooP, 9 have been retained after excluding
duplicate loop programs. For instance, the differences between
“bobble.c” and “bobble_unbound.c” are the lines int n = 16 and
int N = _VERRIFIER_nondet_int() Where the variable N is within the loop
conditions. Both programs are considered duplicates because we
treat N as a random input as described in the experimental settings
(Section 4.1.3).

4.1.2  Baselines. We select six state-of-the-art loop analysis tools
as baselines for the comparison experiments, including four ab-
stract interpretation methods (CBMC [21], CPACHECKER [10], VE-
RIABSL [26], and ICRA [41]), which under-approximate or over-
approximate loop behaviors, and two advanced symbolic analysis
methods (PROTEUS [64] and WSUMMARIZER [13]), which preserve
the original program semantics. We reimplemented PROTEUs based
on its paper since its source and executable code are unavailable
publicly.

4.1.3  Experimental Settings. We randomly generated 1k inputs for
each test case and executed the original loop to obtain 1k actual
outputs as ground truth. In our benchmarks, the inputs are closely
related to the number of loop iterations. We execute each tool to
interpret the loop output for each given input and calculate its pre-
cision by comparing the output to the corresponding ground truth.
Specifically, precision is the ratio of the tool’s outputs that exactly
match the ground truth (the actual execution results). For instance,
if LooPSCC produced 1,000 outputs for the 1,000 random inputs
and 700 of them were identical to the ground truth, its precision is
reported as 70.0%. For all tools, a time limit of 5 minutes is imposed
for each input. Exceeding this limit is regarded as an interpretation
failure.

4.1.4 Results. Table 1 gives the precision results for tools on our
benchmarks. Compared with abstract interpretation tools (CBMC,
CPACHECKER, ICRA, and VERIABSL), LoorSCC provides a more
precise interpretation of loops. For successfully executed cases,
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LoopSCC achieves 100% precision for all loop programs. In compar-
ison, CBMC, CPACHECKER, ICRA, and VERIABSL obtain average
precisions of 64.2%, 70.9%, 81.7%, and 74.4%, respectively. Compared
with advanced symbolic analysis tools (WSUMMARIZER and Pro-
TEUS), LooPSCC can handle more types of loops. Out of 35 loop
programs, LoopSCC handles 32 loop programs, 5 and 12 more than
ProTEUSs and WSUMMARIZER respectively. This is because Loop-
SCC can correctly summarize multi-path nested loops with complex
non-functional variables and irregular jumps. The loop programs
t13, t15, and t16 belong to nested loops, and the two loops in
BraNcHING-Loop (leapfrog and leapfrog-asymmetric) contain
non-functional variables.

LooprSCC only fails to summarize three loop programs, which
also cannot be analyzed by PRoTEUs and WSUMMARIZER. This is
due to the inability to derive closed-form expressions. For example,
t30 involves a multivariate interdependence, x, = yn—1, yn =
Xn—1 — 1. Deriving a closed-form expression for such multivariate
recurrences has not yet been implemented in LoorSCC, as discussed
in Section 3.3.

For each tool, the average execution time per input is as follows:
CBMC 22.5 seconds, CPACHECKER 75.5 seconds, ICRA 0.6 seconds,
VERIABSL 47.4 seconds, WSUMMARIZER 6.9 seconds, PROTEUS 1.4
seconds, and LoorSCC 1.6 seconds. As the results indicate, Loop-
SCC is highly efficient, with performance comparable to that of
ICRA and PrROTEUS.

4.2 RQ2: Application on Software Verification

4.2.1 Benchmark. We collect loop programs from SV-COMP2024!,
one of the most well-known competitions in the field of software
verification. Based on the presence of nested loops, we organized
the data into the following categories: Loop-new, which primar-
ily consists of non-nested loops, and Loop-Simple, which only
encompasses nested loops. In addition to the above programs, SV-
COMP2024 also includes several benchmark branches contributed
by well-known loop analysis tools, such as Loop-Acceleration [21],
Loop-Crafted 1, 26],Loop-Invariants [10], Loop-Zilu [44],and
Loops [48]. Ultimately, after excluding programs that were out
of our scope, specifically, those involving memory operations or
nested function calls (as discussed in Section 3.3), we collected a
total of 114 loop programs for our experiments.

4.2.2 Baselines. In the six baselines figured in RQ1, only CBMC,
CPACHECKER, VERIABSL, and PROTEUS can be successfully applied
in the software verification and achieve promising results. Espe-
cially, VERIABSL won the Top 1 in the competition of SV-COMP 2024
ReachSafety. Therefore, the four tools are selected as comparative
baselines in this experiment.

4.2.3 Experimental Settings. Software verification aims to ensure
that software meets specified requirements. In practice, the soft-
ware verification employs specific assert statements to determine
whether the target property within a certain program path holds.
Similar to the verification approach in PROTEUS, we have extended
LooprSCC to enable it to check the assertions within the loops and
outside the loops: @ For assertions within the loops, LoorSCC

1SV-COMP 2024: https://gitlab.com/sosy-lab/benchmarking/sv-benchmarks/-/blob/
svcomp24-final
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identifies each SPath, sp;, that contains properties to be verified
and converts the negation of the assert conditions into expressions
in sp;.Cond through variable substitution. After that, LoorSCC
computes the loop summarization. If there exists a valid loop sum-
marization that includes the summarization of sp;, then LoorSCC
deems this assertion to be incorrect. @ For assertions outside the
loops, we directly append the negation of the assert condition to
the loop summarization and check whether the new summarization
can be satisfied. LoopSCC considers the assertion to be correct if
the new summarization is valid.
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Figure 6: Precision Comparison in Software Verification.

4.2.4 Results. Figure 6 gives the precisions of five tools on our
benchmarks. LoorSCC successfully verified 86.0% of the programs,
outperforming the baselines, VERIABSL, PROTEUS, CPACHECKER,
and CBMC by 8.8%, 13.2%, 22.8%, and 67.6% respectively. From fur-
ther analysis, we found that the verification errors in LoopSCC are
primarily attributed to the incomplete implementation of complex
operations, resulting in the closed-form expressions being hard
to represent. For instance, LoorSCC fails to verify the programs
phases_2-1, phases_2-2 and underapprox, which involve opera-
tions like square or division.

4.3 RQ3: Application on Symbolic Execution

In this experiment, we evaluate the performance of our summa-
rization approach in solving the path explosion problem caused
by loops in symbol execution by comparing the performance of
ANGR with and without integrated LoorSCC on 5 programs used
in Section 4.1 that can be solved by the LoorSCC but cannot be
addressed by other symbolic analysis tools [13, 64].

4.3.1 Experimental Settings. To integrate LoopSCC and ANGR, we
leverage ANGR to derive the constraints of basic blocks outside
loops and use LoorSCC to capture the constraints within loops.
Specifically, we employ the LoopFinder module provided by ANGR
to identify all loops within the specified function. We record the
starting addresses of all loops and configure ANGR ’s symbolic
execution to explore up to the positions immediately preceding
the loops. Inside the loop, we determine the loop conditions, path
conditions, and path operations by inspecting the types of VEX
IR instructions. For instance, conditional jumps correspond to the
IRStmt.Exit instruction type, from which we extract the guard
attribute to identify the conditional variable being evaluated. By
tracing upward to locate the compare instruction, we can retrieve
the variable involved in the branching condition and its relation.
Using this approach and the control flow structure, we reconstruct
the loop structure, which is then used as input for LoorSCC to
compute the constraints for the loop variables. In accordance with
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ANGR’s requirements, we constrain the input range to < 100 by
default. For all benchmarks, the inputs are closely related to the
number of loop iterations. Real-world programs often involve sig-
nificantly more loop iterations. For example, as shown in Figure 1,
the maximum number of loop iterations reaches 198.

‘ Programs ‘ ANGR ‘ ANGR + LoorSCC ‘
t13 1,730.9 1.2
t15 1,238.3 1.3
t16 >5h 1.2
leapfrog >5h 1.3
leapfrog-asymmetric | 1,106.2 1.1

(a) Time costs (s) with/without LoopSCC.

— @ - Paths of ANGR
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(b) The relation between performance and input ranges on
leapfrog-asymmetric.

Figure 7: Symbolic execution supported by LoopSCC.

4.3.2  Results. Figure 7a gives the time of ANGR integrated with
and without LoopSCC. Without summarization provided by Loor-
SCC, ANGR takes more than 5 hours at worst (t16 and leapfrog)
and 1,106.2 seconds at best (Leapfrog-asymmetric), while ANGR
+LooPSCC executes in less than 1.4 seconds for each program.

To further demonstrate the advantages of our approach, we
compare the performance of ANGR and ANGR +LooPSCC in solving
leapfrog-asymmetric across various input limits, ranging from
10 to 100. As Figure 7b shows, the times and explored paths of ANGR
grow exponentially as the input range increases, whereas those
of ANGR +LooPSCC remain nearly unchanged. This demonstrates
that our approach is insensitive to the number of iterations.

4.4 ROQ4: Scalability on Real-World Loops

We have integrated LoorSCC into ANGR to detect out-of-bounds
write (CWE-787) vulnerability, which has consistently ranked among
the top 2 in the CWE list for 5 consecutive years [25]. In our method,
we treat the computation of offset addresses as potential risk points.
If an offset address is computed within a complex loop and subse-
quently used in an array write operation, we analyze whether the
offset might exceed the array’s size. Compared with ANGR which
struggles to handle loops effectively and leads to path explosion,
LoopSCC can summarize complex loops to significantly improve
the performance of ANGR, as demonstrated in Section 4.3.

We analyzed 11 IoT devices using ANGR equipped with LoopSCC
and uncovered 4 known vulnerabilities (CVE-2023-35178, CVE-
2018-5924, CVE-2018-5925, CVE-2023-27971) as well as 18 previ-
ously undiscovered ones. Among the latter, 7 have been assigned
CVE identifiers, while 11 are still under review by the vendors.
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Table 2 lists the information of the 7 CVEs. All CVEs have received
high CVSS scores. Due to the significant impact of the zero-day
vulnerabilities we uncovered, which extend across multiple product
lines and pose significant risks to vendor security, we withhold
the details about these vulnerabilities at the vendors’ request. In-
stead, we will demonstrate our method using examples of one-day
vulnerabilities we identified.
Table 2: Unknown CVEs detected by LoorSCC.

No. | Vendors Model CVEID CVSS v3 score
#1 A3600R CVE-2024-7173 8.8
#2 CVE-2024-7212 8.8
TOTOLINK A7000R
#3 CVE-2024-7213 8.8
#4 N350RT CVE-2024-7462 9.8
#5 AC10 v4.0 CVE-2024-32317 7.5
Tenda
#6 AC15 CVE-2024-2808 9.8
#7 TP-LINK TL-WR841ND | CVE-2024-9284 6.5

Case Study: Figure 8 shows the core snippet of CVE-2023-35178.
Line 8 is an array write operation

with b + ¢ as the array offset. We ; "°iﬁa:“2§gé]wx20];

use ANGR to get the constraints of | 3 do {

b and c before the loop (lines 3- ”C(E ; ?ngée{

13) and use LoorSCC to summarize | 6 b =0;

the constraints within the loop. The ; ) ziiib{+ el = ch;
b=>b+1;

property we needed to verify was: 13’ ;
b < 0x20 Ab+c < 6% 0x20. Us- 11 arg = arg + 1;

ing our algorithm described in Sec- |7 ;Elie*?zih & oxdf) 1= 0):
tion 3, we discovered a satisfiable 14 3

user input that violates the above
constraints, indicating the potential

existence of the vulnerability.

Figure 8: The code snip-
pet of CVE-2023-35178

5 RELATED WORK
5.1 Loop Analysis

Loop analysis is a core focus in program analysis, with key tech-
niques like loop summarization and invariant inference.

Loop summarization focuses on generating constraint expres-
sions to describe the relations between loop inputs and outputs,
enabling loops to be replaced by these expressions during program
analysis. Existing techniques can be categorized into symbolic anal-
ysis [13, 35, 35, 40, 58, 64, 65] and abstract interpretation methods
[43, 50, 51]. Symbolic analysis derives precise loop semantics by
extracting operational constraints on loop variables and express-
ing them as mathematical formulas. For instance, APLS [35] and
APC [60] detect linear relationships among induction variables [35]
to derive loop summaries. These methods often face challenges
when analyzing multi-branch loops due to difficulties handling
complex loop control flow. To address such challenges, data-flow
analysis methods like PROTEUS [64, 65] and WSUMMARIZER [13]
have been introduced. PROTEUS models jump relations between
paths using PDA automaton, propagating expressions along simple
cycles to derive summaries. WSUMMARIZER combines loop unwind-
ing with PROTEUS” method, enabling it to summarize specific loops
that contain irregular jumps. Additionally, S-LooPER [66] and Ka-
pus et al’s approach [40] focus on specific string loop operations.
Abstract interpretation, on the other hand, derives a superset of
the loop’s semantics, offering approximations rather than precise
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summaries. Compositional recurrence analysis (CRA) [32] adopts
a divide-and-conquer approach to synthesize abstractions for sub-
programs. There are different variations of CRA methods, such
as program composition based on predicate abstraction [43] and
approximation based on numerical abstraction for program behav-
ior [50, 51]. ICRA [41], an extension of CRA, introduces context-
sensitive interprocedural reasoning and integrates Newton iteration
methods [31] to process context free structures.

Loop invariant generation derives constraint relations that hold
throughout loop execution. Analysis-based techniques explicitly an-
alyze program structures to derive invariants such as counterexample-
guided abstraction refinement (CEGAR) [20], predicate abstraction
[7, 8, 33, 37], Craig interpolation [46, 47] and IC3/PDR-based meth-
ods [15]. Learning-based approaches leverage machine learning to
infer invariants such as ICE learning [34] refines invariant candi-
dates using counterexamples, while deep learning-based methods
like Code2Inv [59] and Pei et al’s approach [54] extract features
from loop structures to predict invariants effectively.

5.2 Applications of Loop Analysis

Loop analysis has been employed in a wide range of analysis tech-
niques, including model checking [22, 55] and symbolic execu-
tion [14], to address path explosion [6, 23, 30]. Bounded Model
Checking (BMC) [12, 21] reduces the number of iterations in a loop
using loop unwinding, which mitigates state explosion but can
lead to unsound verification if the unwinding bound is insufficient.
The k-induction [29, 39] approach has been proposed to identify
more loop invariants by considering k consecutive iterations. In the
domain of symbolic execution, Loop-Extended Symbolic Execution
(LESE) [58] introduces the concept of symbolizing loop iteration
counts as variables and accelerates loop execution by eliminating re-
dundant paths. Loop summarization has shown significant success
by abstracting loop behaviors into concise summaries to accelerate
both software verification and symbolic execution [35, 41, 60, 64, 65].
LooPrSCC can precisely summarize more types of loops, including
those with non-functional variables, irregular jumps, and nested
loops, to further accelerate software verification and symbolic exe-
cution.

6 CONCLUSION

This paper proposes an SCC-based summarization approach for
complex multi-branch nested loops with non-functional variables
and irregular jumps. Compared to state-of-the-art methods, the
proposed approach covers a wider range of loop types and achieves
higher summarization precision. Additionally, we integrated Loop-
SCC with the symbolic execution tool, ANGR, to detect vulnerabili-
ties. We found 18 previously unknown vulnerabilities, 7 of which
were assigned CVEs.
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