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IFDS

• The IFDS analysis framework solves inter-procedural, 
context-sensitive, and flow-sensitive analysis of finite 
distribute subset problems

• Reps et al. [1] transforming IFDS problems into a special 
kind of graph-reachability problem

• [1]Thomas Reps, Susan Horwitz, and Mooly Sagiv. 1995. Precise interprocedural dataflow 

analysis via graph reachability. In Proceedings of the 22nd ACM SIGPLAN-SIGACT symposium on 

Principles of programming languages (POPL '95). Association for Computing Machinery, New York, 

NY, USA, 49–61. DOI:https://doi.org/10.1145/199448.199462



• IFDS can be used to solve a wide range of problems:
• pointer analysis
• taint analysis
• slicing
• bug detection
• shape analysis
• …

Applications



Problem

• IFDS algorithm is memory-intensive

• Space complexity: O(ED2) 
• E  represents edges in the graph
• D represents a set of data-flow facts

• 16/2,950 Android apps are unanalyzable on a computer 
server with 730GB of RAM and 64 Intel Xeon CPU cores[1]

[1]V. Avdiienko, K. Kuznetsov, A. Gorla, A. Zeller, S. Arzt, S. Rasthofer, and E. Bodden, “Mining 

apps for abnormal usage of sensitive data,” in Proceedings of the 37th International Conference 

on Software Engineering - Volume 1, ser. ICSE ’15. IEEE Press, 2015, p. 426–436.



The key data structures of IFDS 

• According to the extended algorithm of IFDS designed by 
Naeem et al. [1]

• PathEdge records the set of path edges, representing a subset of 
the same-level realizable paths.

• Incoming records the set of nodes < sp; d > reachable from < s0; 
0 >, and their predecessors.

• EndSummary records the set of path edges from entry node to 
exit node of a procedure

[1]Naeem N A, Lhoták O, Rodriguez J. Practical extensions to the IFDS 

algorithm[C]//International Conference on Compiler Construction. Springer, Berlin, 

Heidelberg, 2010: 124-144.



IFDS-based Taint Analysis (FlowDroid)

1

 1         

 2    int a = source();

 3    int b = foo(a);

 4    sink(b);

 5         

  7   int foo (int x)

  8  {

  9     int y = x;

 10    return y;

 11 }

0    a    b      

0    x    y   

PathEdge: {1}
Incoming: { }
EndSummary: { }
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Incoming: { [x:1]}
EndSummary: { }
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IFDS-based Taint Analysis (FlowDroid)
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  8  {
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IFDS-based Taint Analysis (FlowDroid)

 1         

 2    int a = source();

 3    int b = foo(a);

 4    sink(b);

 5         

  7   int foo (int x)

  8  {

  9     int y = x;

 10    return y;

 11 }

0    a    b      

0    x    y   
2

1

3

4

5

PathEdge: {1, 2, 3, 4, 5}
Incoming: { [x:1] }
EndSummary: { [4] }



IFDS-based Taint Analysis (FlowDroid)

 1         

 2    int a = source();

 3    int b = foo(a);

 4    sink(b);

 5         

  7   int foo (int x)

  8  {

  9     int y = x;

 10    return y;

 11 }

0    a    b      

0    x    y   
2
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3

4
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PathEdge: {1, 2, 3, 4, 5, 6}
Incoming: { [x:1] }
EndSummary: { [4] }



IFDS-based Taint Analysis (FlowDroid)

1. void main() {

2.     a = source();

3. o1 = new Object();

4. o2 = new Object();

5. o2.f = o1;

6. while() {

7. ...

8. o1.g = a;

9. ...

10.   }

11.   b = foo(o1.g);

12.   ...

13.   c = foo(o2.f.g);

14.   sink(b);

15.   sink(c);

16. }

17. void foo(p) {

18.  

19. r = p;

20.  

21. return r;

22. }

Normal Flow(forward)

Call Flow

Call To Return Flow

Return Flow

Normal Flow(backward)

0     a    o1.g  o2.f.g  b     c

O    p    r



Memory Distribution

PathEdge

79.07%

Incoming

9.52%

EndSum

9.20%

Other

2.21%



DiskDroid – Framework

APK Alias 
Analysis

Taint 
Analysis

IFDS
Solver Report

Return Alias

Request Alias

ICFG Leaks

Disk

Hot Edge 
Selector

Disk
Scheduler



Hot Edge Selector – Motivation

87.0%

11.1%

1.5% 0.5%

1 (1,10) [10,100) [100,∞)

Most of the path edges (87%) are visited only once



Hot Edge Selector – Algorithm

𝑷𝒓𝒐𝒄𝒆𝒅𝒖𝒓𝒆 Prop(𝑒):
𝒊𝒇 𝑒 𝑖𝑠 𝑛𝑜𝑡 𝑎 ℎ𝑜𝑡 𝑒𝑑𝑔𝑒 ∶
Insert 𝑒 into 𝑊𝑜𝑟𝑘𝐿𝑖𝑠𝑡;

𝒆𝒍𝒊𝒇 𝑒 ∉ 𝑃𝑎𝑡ℎ𝐸𝑑𝑔𝑒:
Insert 𝑒 into 𝑊𝑜𝑟𝑘𝐿𝑖𝑠𝑡
Insert 𝑒 into 𝑃𝑎𝑡ℎ𝐸𝑑𝑔𝑒



Hot Edge Selector

Is PathEdge < *, * > → < n, d >  hot or not?
It is difficult to distinguish



Hot Edge Selector

• Three heuristics to determine whether a path edge 

𝑝 = < ∗,∗ > →< 𝑛, 𝑑 > is hot or not:
• n is a loop header
• n is a function entry, or n is an exit node with d related to the 

formal parameters of procedure of n, or n is a return site with d
related to the actual parameters at the callsite

• p is derived from a backward IFDS pass in FlowDroid



Is hot edge optimization effective?
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Is hot edge optimization effective?

MonitorStmt
IfStmt
SwitchStmt
NopStmt
…



Hot Edge Selector

Some APPs cannot be analyzed under 
10GB memory budget, even though we 

apply Hot Edge Selector



DiskDroid – Framework

APK Alias 
Analysis

Taint 
Analysis

IFDS
Solver Report

Return Alias

Request Alias
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Hot Edge 
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Disk Scheduler

Memory

IFDS

Disk

swap out

swap in



Disk Scheduler

Which path edge needs to be swapped out?



Disk Scheduler – Swapping Policies

IFDS
Solver

WorkList

pushpop



Disk Scheduler

How to swap out?



Disk Scheduler – Grouping Policies

• Five Grouping Policies:
• Method: < sm, * > → < *, * > 
• Method&Source: < sm, d > → < *, * > 
• Method&Target: < sm, * > → < *, d > 
• Source: < *, d > → < *, * > 
• Target: < *, * > → < *, d > 



Evaluation

• Benchmarks:
• 19/2,053 apps (F-Droid) require 10GB to 128 GB of RAM
• 162/2,053 apps (F-Droid) require more than 128GB of RAM

• Platform:
• Intel Xeon E7-4809v3 (2.0GHz) server with 128GB RAM
• IFDS solver time budget: 3 hours
• FlowDroid (128GB RAM )
• DiskDroid (10GB RAM )

• DiskDroid produces the same results as FlowDroid
• validated by DroidBench and apps



How is the runtime performance of DiskDroid
compared to FlowDroid?

-60.0%

-40.0%

-20.0%

0.0%

20.0%

40.0%

60.0%

B
C

W

C
A

T

F-
D

ro
id

H
G

W

N
M

W

O
FF

O
G

O

O
LA

O
YA

C
G

A
B

C
K

V
M

FG
EM O
SP

O
SS

C
G

T

C
G

A
C

C
ZP

D
K

A
A

O
K

K
T

P
er

fo
rm

an
ce

 n
o

rm
al

iz
ed

 
to

 F
lo

w
d

ro
id

Threshold 90%

Speedup 8.6% averagely

54.5%

58.1%



21/162 apps requiring more than 128GB 
of RAM by FlowDroid, DiskDroid can 
analyze each app in 3 hours

How is the runtime performance of DiskDroid
compared to FlowDroid?



Are the grouping strategies effective?
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Are the scheduling strategies effective?

The random policy performs poorly
The run time differences are insignificant when a different swapping ratio 
(50% vs 70%) is enforced
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Conclusion

• DiskDroid: a new disk-assisted approach to scale up IFDS 
algorithms

• DiskDroid can analyze apps under the memory budget of 
10GB while FlowDroid requires up to 128GB

• DiskDroid achieve slight performance improvement of 
8.6%

• The tool is publicly available at 
https://github.com/HaofLi/DiskDroid

https://github.com/HaofLi/DiskDroid


Q & A

Thanks!


